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In this whitepaper, we sought to answer the questions “What security should my customers have in place as their 

businesses grow?” and “What security should I have them prioritize when their IT budgets are constrained?”

One way of building a security solution is to purchase tools simply because they’re new and hailed as the best 

solution. We all know this is not the best approach and could leave you spending countless hours cycling through 

new tools seeking to find a silver bullet where none exists. It’s important to build a strong foundation to regain 

control and decrease customer risk by assessing your environment and identifying your critical data systems and 

what you want to protect, then building your security around what matters most. From there, the best way to 

implement IT security is by creating a strong baseline, layering the most effective solutions as your budget allows, 

and identifying must-haves if companies are forced to scale back to save resources. 

For our MSP Partners, we wanted to create something you can use to counsel your customers as you lead them 

through securing their organizations. The security challenge is at the forefront of the value MSPs can provide to 

their customers. And it creates opportunities by counseling your customers and becoming a security 

advisor—differentiating your MSP in the marketplace.

This guide will enable you to be more transparent with your customers about where they currently are in their 

cybersecurity journey and how you can help them facilitate growth. After all, both you and your customers are 

working together to implement the simplest solutions that work for your business, with you leading the way as 

the expert, to mitigate risk, disruption, and downtime. This guide is not meant to tell you exactly how you should 

structure your offerings, your packages, your programs, or your services.

Much of this guide is distilled from Cyber Security Capability and Maturity Model (C2M2) produced by the 

Department of Energy (DoE) and the Cyber Resilience Review (CRR) produced by the Cybersecurity and 

Infrastructure Security Agency (CISA). Please refer to those resources if you would like additional reading material 

on the subject.
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Intro to cybersecurity

Small businesses are faced with a cybersecurity dilemma: They 

have increasingly become easy targets for cybercriminals, but 

they do not have the IT resources or talent to keep up with this 

growing trend.

As a managed service provider (MSP), how do you counsel your 

customers on how and what to prioritize? At the end of the day, it 

boils down to a risk decision—what is the tradeoff between 

accepting risk versus the cost of addressing that risk? The reality is 

that resources are limited and security is often seen as an endless 

cat-and-mouse game. The goal is to minimize the amount of 

risk based on the amount of resources and dollars available to 

spend.

Purpose of this guide and how to use it

In this whitepaper, we sought to answer the questions “What security should my customers have in place as their 

businesses grow?” and “What security should I have them prioritize when their IT budgets are constrained?”

One way of building a security solution is to purchase tools simply because they’re new and hailed as the best 

solution. We all know this is not the best approach and could leave you spending countless hours cycling through 

new tools seeking to find a silver bullet where none exists. It’s important to build a strong foundation to regain 

control and decrease customer risk by assessing your environment and identifying your critical data systems and 

what you want to protect, then building your security around what matters most. From there, the best way to 

implement IT security is by creating a strong baseline, layering the most effective solutions as your budget allows, 

and identifying must-haves if companies are forced to scale back to save resources. 

For our MSP Partners, we wanted to create something you can use to counsel your customers as you lead them 

through securing their organizations. The security challenge is at the forefront of the value MSPs can provide to 

their customers. And it creates opportunities by counseling your customers and becoming a security 

advisor—differentiating your MSP in the marketplace.

This guide will enable you to be more transparent with your customers about where they currently are in their 

cybersecurity journey and how you can help them facilitate growth. After all, both you and your customers are 

The goal is to minimize 
the amount of risk 
based on the amount of 
resources and dollars 
available to spend.

working together to implement the simplest solutions that work for your business, with you leading the way as 

the expert, to mitigate risk, disruption, and downtime. This guide is not meant to tell you exactly how you should 

structure your offerings, your packages, your programs, or your services.

Much of this guide is distilled from Cyber Security Capability and Maturity Model (C2M2) produced by the 

Department of Energy (DoE) and the Cyber Resilience Review (CRR) produced by the Cybersecurity and 

Infrastructure Security Agency (CISA). Please refer to those resources if you would like additional reading material 

on the subject.
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A cybersecurity maturity model allows you to identify opportunities to have conversations with your customers 

as you guide them towards security maturity. In this guide we’ve simplified these models into the 

most-discussed five categories:

◆ Risk management

◆ Identity and access

◆ Threats and vulnerabilities

◆ Training

◆ Information sharing

We will define these five categories later 

in this guide, but right now it’s important 

to define the four levels of security 

maturity that organizations can be at:

Cybersecurity Maturity 
Levels and Categories

Level 3 - Incorporated

Companies at this stage of cybersecurity 
maturity are often in industries with high 
data security requirements. They may often 
be in highly-regulated industries, requiring 
them to adhere to compliance regulations 
such as HIPAA, PCI, or PII.  At this level, they 
are more willing to invest in cybersecurity 
based on a heightened understanding of its 
importance to their business.

Many organizations start out at this 
level. For a lot of small businesses 
(especially retail and restaurant 
businesses), IT is simply an enabler 
to facilitate day to day business 
functions. Security is often not a 
top priority unless there is an 
outside agency or compliance 
regulation requiring some sort of 
cybersecurity precautions.  

Level 0 - Ignored

Organizations at this level 
have primitive security 
awareness and are 
beginning to deploy basic 
preventative measures such 
as antivirus in an ad hoc 
fashion, often at the advice 
of their MSP.

Level 1 - Impromptu

If a business is at level 2, they see 
the value in cybersecurity and 
likely have higher IT budgets. 
They’re interested in more visibility 
into their IT infrastructure, and 
have also enabled more policies 
and administrative procedures 
around security.

Level 2 - Involved
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Let’s be real; when any business first starts out, it’s difficult to 

decide what information or assets are more important than 

others—everything counts! From registering a business with the 

state, to getting financing, and even all of the other actions 

needed to take to make a business a reality. It is all extremely 

important. 

Organizations at this level are extremely wrapped up in getting 

the business off the ground and therefore have not started to 

identify what is critical or what can be ignored. At this point, 

businesses might be so new that they don’t have anything worth 

stealing. When discussing risk management with these 

customers, simply talk to them about identifying critical assets 

LEVEL 0: IGNORED

Risk management

We’ve heard it over and over again — it’s not if an organization will 

encounter a cybersecurity attack, but when. Knowing this, it is 

important to understand how to properly prioritize what 

information and assets are truly critical to your customers’ 

businesses and identify the level of tolerance an organization can 

withstand in the event of loss or unauthorized access.

Think about an accounting firm that employs a half-dozen 

employees, from receptionists to clerks. What is the level of 

tolerance that could be withstood if an attack occurs where work 

could not be done for a few days?  

Or think of it another way—part of their business is about 

handling sensitive financial statements, tax forms, and maybe 

even account access. How would their customers respond if this 

highly confidential data is exposed? In many cases, if their 

customers come after them, they will have no choice but to pass 

the blame back to their managed service provider.  

Alongside this is the ability to look at what the potential exposure 

is to a deleterious event. If the risk of exposure to an extremely 

sensitive asset is high, then it’s a good idea to take extra 

precautions to protect that asset. On the other hand, if the 

potential risk of exposure to an inconsequential asset is low, then 

it’s probably better to focus time and resources elsewhere.

If the potential risk of 
exposure to an 
inconsequential asset is 
low, then it’s probably 
better to focus time and 
resources elsewhere.

Tips for Risk 
Management

◆ Prioritize what assets are 
critical

◆ Identify your level of 
tolerance

◆ Determine what assets 
have the highest risk of 
exposure

◆ Don't just act as their IT 
manager, but become 
their trusted advisor

even as a thought exercise, even if it means future considerations.

At this stage, your customers are likely not ready to consider cybersecurity as a risk in the same way they may not 

consider natural disaster or an economic recession as a realistic possibility. However, they should be determining 

how their information security approach relates to their overall risk plan. Being able to tie it back to their greater 

needs will allow you to establish a relationship with your customer not just as their IT manager but as a trusted 

advisor.

priority when they are created, as they are used, and as they are retired. Often businesses who reach this level are 

driven by compliance requirements. Heavy documentation and adherence to policy is strictly enforced, which 

often requires certain tools to help drive the process. Much of this risk management culture comes from 

leadership; leaders who emphasize the importance of managing risk can allow it to trickle down to their 

employees.

For very mature organizations, risk management simply becomes ingrained in the work. Assets are given a 
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Let’s be real; when any business first starts out, it’s difficult to 

decide what information or assets are more important than 

others—everything counts! From registering a business with the 

state, to getting financing, and even all of the other actions 

needed to take to make a business a reality. It is all extremely 

important. 

Organizations at this level are extremely wrapped up in getting 

the business off the ground and therefore have not started to 

identify what is critical or what can be ignored. At this point, 

businesses might be so new that they don’t have anything worth 

stealing. When discussing risk management with these 

customers, simply talk to them about identifying critical assets 

even as a thought exercise, even if it means future considerations.

At this stage, your customers are likely not ready to consider cybersecurity as a risk in the same way they may not 

consider natural disaster or an economic recession as a realistic possibility. However, they should be determining 

how their information security approach relates to their overall risk plan. Being able to tie it back to their greater 

needs will allow you to establish a relationship with your customer not just as their IT manager but as a trusted 

advisor.

As the organization grows and the number of employees grows, critical needs start to emerge and become more 

apparent. Business leaders may start to identify what the organization must have at all times in order to 

successfully operate. Organizations may even go as far as checking into rudimentary security controls such as 

strong passwords or ad-hoc backups to protect those assets. 

Consider a non-profit with a highly confidential list of donors (this list would include details such as emails, 

addresses, donation records, etc.) or a law office that has a database repository of all customer legal drafts and 

signed contracts.. These are assets that would require extra care and conscientiousness. However, a controlled 

and systematic program for all assets has not been put into action yet. 

For customers at this stage, discuss taking some time to simply inventory all important assets: workstations, 

critical information, and network infrastructure. Then create a simple categorization system to help label the 

importance of each asset as a way to define its importance to the business. Taking things one step further, see if 

they are able to estimate a value in dollars of each asset to their business in the event of loss.

priority when they are created, as they are used, and as they are retired. Often businesses who reach this level are 

driven by compliance requirements. Heavy documentation and adherence to policy is strictly enforced, which 

often requires certain tools to help drive the process. Much of this risk management culture comes from 

leadership; leaders who emphasize the importance of managing risk can allow it to trickle down to their 

employees.

LEVEL 1: IMPROMPTU

At this level, the organization has taken the effort to identify critical assets, understand its importance and role in 

maintaining the business, and determined the monetary impact if any asset were either lost or unavailable for an 

extended time. This information is properly documented and risk management policies are distributed 

throughout the organization. 

For many, it takes a considerable amount of effort in order to get to this stage. For your customers who are ready 

to take on this step, it is important to understand the resources needed to maintain this level of risk 

management. Dedicated or partially-dedicated personnel will be needed to run this program and ensure that it 

is properly updated with regular assessments and recategorizations. Stakeholders and leaders must be engaged 

to evaluate and reevaluate what is considered a priority. 

While there is a significant investment and level of effort in putting together a risk management program, it sets 

a critical foundation for a mature security program. Understanding where the priorities lie and being confident 

with the structure helps focus security efforts and concentrate efforts on what matters most.

LEVEL 2: INVOLVED

For very mature organizations, risk management simply becomes ingrained in the work. Assets are given a 

LEVEL 3: INCORPORATED
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priority when they are created, as they are used, and as they are retired. Often businesses who reach this level are 

driven by compliance requirements. Heavy documentation and adherence to policy is strictly enforced, which 

often requires certain tools to help drive the process. Much of this risk management culture comes from 

leadership; leaders who emphasize the importance of managing risk can allow it to trickle down to their 

employees.

For very mature organizations, risk management simply becomes ingrained in the work. Assets are given a 

Identity and Access tips

◆ Grant application access 
based on employee need

◆ Require strong passwords

◆ Require 2FA or 
multi-factor 
authentication

◆ Review the need for 
access regularly

Identity and access

Identity and access deals with user roles, password protections, 

and supplying access to applications. The main idea behind 

identity and access is that those who need access only have the 

access level that is required for their role in the company—also 

known as a policy of least privilege. 

This section primarily focuses on user access; in the information 

sharing section we’ll address application-to-application access.

So what does identity and access look like at each level?

Essentially, businesses at level 0 have not given much thought to 

identity and access beyond basic access necessary for business 

applications. 

There are no system logs tracking who has access to which 

systems or when certain individuals logged in. People who might 

not require access to something have it regardless, sometimes as 

a “just in case you need it”. As an example, everyone in the 

organization might have an administrative login to a certain IT 

application. This is likely true if the company is small; in some 

cases, the individuals deploying IT tools are non-technical 

business owners who may not even be aware that role-based 

access control is an option in the system. For these smaller 

businesses, they have a need to stay agile—a single employee likely wears many hats within the organization and 

trying to manage the various levels of authorization becomes more cumbersome than helpful.  

Another key element of being at level 0 is a lack of password security. In many cases, password strength is simply 

based on the default policy of their software vendors. Employees may even be sharing passwords through 

insecure methods such as Slack or email, with no password manager in place. In addition, there is no formal 

policy around password strength. And as the company grows, account auditing with the purpose of resetting or 

eliminating privileges to certain applications based on the position is only done on an ad-hoc basis.

LEVEL 0: IGNORED

Level 3 identity and access is informed by risk criteria. A thorough policy around access, password requirements, 

and user roles is in place and the policy is followed to the letter.

Any anomalous access is closely monitored. For instance, if an entire department does not have access to an 

application save for the department head, this is considered anomalous access. If access to this application by 

this individual is deemed questionable, IT should monitor that person’s access closely and revoke if the 

application is:

◆ Not accessed often enough to warrant a login necessary

◆ Affected by this person’s access

◆ Accessed by someone else in this department through a shared password
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priority when they are created, as they are used, and as they are retired. Often businesses who reach this level are 

driven by compliance requirements. Heavy documentation and adherence to policy is strictly enforced, which 

often requires certain tools to help drive the process. Much of this risk management culture comes from 

leadership; leaders who emphasize the importance of managing risk can allow it to trickle down to their 

employees.

For very mature organizations, risk management simply becomes ingrained in the work. Assets are given a 

At this level, credentials are provisioned when an employee 

requires access—often when starting a new role or position within 

the organization. In addition, access is revoked in a timely manner 

when either an employee leaves the company or discovered to no 

longer need a certain access level. However, as with level 0, there 

is no policy for routine checks to monitor users’ need for access. 

Access to systems and applications are granted based on need. 

Processes are put in place for those who have a desire to see into a 

certain system for visibility but should not be given “edit” level 

access. 

Passwords are not reused, and employees are asked to use “strong” passwords. Two-factor authentication may be 

used, but is often not required for applications at this stage. However, at this level a password manager is not in 

place, and they do not have a good way to share passwords when creating new users is not an option in an 

application.

In many cases, organizations may hover around this stage for a long time. At the same time, passwords and 

accounts are simple to explain—even to non-technical customers. Use identity and access management as a 

springboard into piecing together a security policy and program for the organization. Teach your customers 

about maintaining a program around account provisioning and auditing, which will then push them into 

thinking about other areas of security, including risk.

LEVEL 1: IMPROMPTU

Use identity and access 
management as a 
springboard into 
piecing together a 
security policy and 
program for the 
organization.

When a company reaches level 2 for identity and access, a formal policy is in place to guide how identity and 

access are provisioned and revoked. Identity repositories are reviewed regularly to make sure that the access that 

people have is what they need. In this way, access is regularly revisited and redefined as business needs change. 

Two-factor or multi-factor authentication is a requirement at this level, as the company now understands that 

enabling this assures that only their own employees can access critical logins. 

This company employs a “least privilege” mentality, meaning that users are only able to access information and 

resources that are necessary to complete their job. Root and admin permissions receive additional scrutiny and 

will not be shared lightly. For instance, if a new employee joins, they might not be given access to an 

administrative toolset immediately, regardless of what was found in background checks.

LEVEL 2: INVOLVED

Level 3 identity and access is informed by risk criteria. A thorough policy around access, password requirements, 

and user roles is in place and the policy is followed to the letter.

Any anomalous access is closely monitored. For instance, if an entire department does not have access to an 

LEVEL 3: INCORPORATED

application save for the department head, this is considered anomalous access. If access to this application by 

this individual is deemed questionable, IT should monitor that person’s access closely and revoke if the 

application is:

◆ Not accessed often enough to warrant a login necessary

◆ Affected by this person’s access

◆ Accessed by someone else in this department through a shared password
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Level 3 identity and access is informed by risk criteria. A thorough policy around access, password requirements, 

and user roles is in place and the policy is followed to the letter.

Any anomalous access is closely monitored. For instance, if an entire department does not have access to an 

application save for the department head, this is considered anomalous access. If access to this application by 

this individual is deemed questionable, IT should monitor that person’s access closely and revoke if the 

application is:

◆ Not accessed often enough to warrant a login necessary

◆ Affected by this person’s access

◆ Accessed by someone else in this department through a shared password

Threats and vulnerabilities

Threats and vulnerabilities is the area where most organizations 

expect to spend the bulk of their security investment. However, 

success in this domain does not necessarily correspond directly to 

the investment made. Marrying a threats and vulnerability 

strategy to a risk strategy is the most ideal approach. Threats and 

vulnerabilities can potentially be measured by how much risk it 

brings to the organization and infrastructure—creating a natural 

prioritization of which threats and vulnerabilities to address first. 

This domain deals with the ability to not only detect and analyze 

threats and vulnerabilities that emerge within the IT 

environment—it also deals with the ability to properly manage and respond when they are discovered.  

It’s important to note that this domain deals with two related yet very distinct things:

Threats specifically relate to anything that has the potential to adversely affect IT operations. This could be 

malware, an insider threat, or even something as simple as a misconfiguration. 

Vulnerabilities, on the other hand, deal with any weaknesses or flaws within the IT process or 

infrastructure—whether it is within the software itself or the network implementation—that could be 

potentially exploited and expose the environment to a threat.

It is important to recognize and seek out not just potential malicious threats to the environment; it is equally 

important to continually look for vulnerabilities that could leave someone exposed.

The biggest challenge with devoting mindshare, let alone actual dollars, towards information security is dealing 

with an adverse event that has not happened yet. For most small businesses starting out, they are more keen on 

understanding what technology they need to enable their business. What point-of-sale technology makes the 

most sense? How will they handle payroll and employee management? 

LEVEL 0: IGNORED

For many organizations at this stage, they will rely on the tool 

vendors to embed security into their software and systems. For 

example, a small retail shop may decide to use Square for 

point-of-sale, in which case they will rely on Square’s policy of 

secure data transactions and minimum password requirements. 

Talk to your customers about choosing their tools wisely and 

emphasizing the importance of using vendors that incorporate 

security into their tools and processes—including their MSP. Or 

even better, use a risk management approach to get the 

conversation started around security.

As organizations grow, the value of security becomes more apparent and their IT spend will expand. The goal at 

this stage is to establish a more formalized and systematic approach to security. In addition, budgets increase and 

prevention capabilities begin to become more sophisticated. 

It is important to bring the conversation beyond just prevention alone. Educate your customers on the various 

phases in a typical attack, which will show how a layered security approach becomes necessary. Understanding 

how attacks are rolled out makes the risk more tangible in the minds of stakeholders. From there, having the 

ability to map out the role each security tool plays in addressing a specific phase in the attack helps showcase the 

value of each security measure in protecting critical assets.  

This education will also go into vulnerability management as well, specifically as it relates to risk. The ability to 

address threats is not just about blocking and kicking out threats once they are identified; it is also about closing 

any gaps and cleaning up low hanging fruit that would enable an attacker to compromise critical assets and 

infrastructure.
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Level 3 identity and access is informed by risk criteria. A thorough policy around access, password requirements, 

and user roles is in place and the policy is followed to the letter.

Any anomalous access is closely monitored. For instance, if an entire department does not have access to an 

application save for the department head, this is considered anomalous access. If access to this application by 

this individual is deemed questionable, IT should monitor that person’s access closely and revoke if the 

application is:

◆ Not accessed often enough to warrant a login necessary

◆ Affected by this person’s access

◆ Accessed by someone else in this department through a shared password

The biggest challenge with devoting mindshare, let alone actual dollars, towards information security is dealing 

with an adverse event that has not happened yet. For most small businesses starting out, they are more keen on 

understanding what technology they need to enable their business. What point-of-sale technology makes the 

most sense? How will they handle payroll and employee management? 

For many organizations at this stage, they will rely on the tool 

vendors to embed security into their software and systems. For 

example, a small retail shop may decide to use Square for 

point-of-sale, in which case they will rely on Square’s policy of 

secure data transactions and minimum password requirements. 

Talk to your customers about choosing their tools wisely and 

emphasizing the importance of using vendors that incorporate 

security into their tools and processes—including their MSP. Or 

even better, use a risk management approach to get the 

conversation started around security.

Threat and 
vulnerability tips

◆ Don't just mitigate 
potential threats, also look 
for possible vulnerabilities 
regularly

◆ Review the security 
policies of tools, and don't 
just rely on a tool's 
internal security if it 
doesn't meet your client's 
standards

◆ You will likely need to 
transition your client from 
only thinking about 
mitigation to focusing on 
threat education

◆ This will be the bulk of 
your clients' IT spend, so 
layer solutions creatively 
based on their budgets

As organizations start to realize that there are some basic 

requirements for threat and vulnerability management, they will 

start to understand the need for basic security. Holes are plugged 

as they are seen, but there is not much pre-planning that is done 

at this stage. 

Threat management is primarily focused on prevention. 

Technologies such as antivirus, basic password management, and 

DNS filtering offer simple-to-deploy solutions for base-level 

prevention capabilities, such as phishing and common 

off-the-shelf malware. For those that have more infrastructure 

(servers, POS, etc), vulnerabilities are assessed to a degree and are 

mitigated as needed. However there is not an established 

program to plug these holes as they arise.   

This is the time and opportunity to start introducing the importance of security to your customers. As their 

businesses move from the startup stage into the growth stage, employee count will grow along with new IT 

needs, potentially increasing risk along with the importance of information security.

LEVEL 1: IMPROMPTU

As organizations grow, the value of security becomes more apparent and their IT spend will expand. The goal at 

this stage is to establish a more formalized and systematic approach to security. In addition, budgets increase and 

prevention capabilities begin to become more sophisticated. 

It is important to bring the conversation beyond just prevention alone. Educate your customers on the various 

phases in a typical attack, which will show how a layered security approach becomes necessary. Understanding 

how attacks are rolled out makes the risk more tangible in the minds of stakeholders. From there, having the 

ability to map out the role each security tool plays in addressing a specific phase in the attack helps showcase the 

value of each security measure in protecting critical assets.  

LEVEL 2: INVOLVED

This education will also go into vulnerability management as well, specifically as it relates to risk. The ability to 

address threats is not just about blocking and kicking out threats once they are identified; it is also about closing 

any gaps and cleaning up low hanging fruit that would enable an attacker to compromise critical assets and 

infrastructure.
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As organizations grow, the value of security becomes more apparent and their IT spend will expand. The goal at 

this stage is to establish a more formalized and systematic approach to security. In addition, budgets increase and 

prevention capabilities begin to become more sophisticated. 

It is important to bring the conversation beyond just prevention alone. Educate your customers on the various 

phases in a typical attack, which will show how a layered security approach becomes necessary. Understanding 

how attacks are rolled out makes the risk more tangible in the minds of stakeholders. From there, having the 

ability to map out the role each security tool plays in addressing a specific phase in the attack helps showcase the 

value of each security measure in protecting critical assets.  

This education will also go into vulnerability management as well, specifically as it relates to risk. The ability to 

address threats is not just about blocking and kicking out threats once they are identified; it is also about closing 

any gaps and cleaning up low hanging fruit that would enable an attacker to compromise critical assets and 

infrastructure.

As organizations become more mature, tools and solutions are already in place to cover most security layers. It is 

at this point where regular vulnerability assessments, penetration testing, and security tabletop exercises 

become a standard part of the security program. Risk mitigation is measured using threat and vulnerability 

management activities.

Organizations at this layer may also start to incorporate more sophisticated and resource-intensive programs, 

such as SIEM and data ingestion for additional correlated alerts as well as automated reporting and forensics. 

Oftentimes, these programs require dedicated teams to manage them.

LEVEL 3: INCORPORATED

Training

This is one of the few categories that likely needs no introduction. 

But to clarify, training refers to the education of employees around 

security best practices. This includes awareness of how to protect 

themselves against hackers, how to handle certain applications in 

a secure way, as well as more formal and recurring training plans.

So what does training look like at each level?

If a business is at level 0, they might not even know why their 

business needs cybersecurity training.

This is because they likely don’t think they’re affected by things like data breaches. There seems to be a mindset 

that data breaches and cybersecurity are “big company” problems. Many businesses don’t think they need to 

worry about a data breach, so they don’t think about training.

Organizations at this level are still very focused about getting their company off the ground. They are not focused 

on security and training their staff; they are focused on ensuring they understand how to work tools such as 

phone or point-of-sale systems. 

Another possibility for being at level 0 is that they trust everyone they work with. And as a sign of trust, they 

haven’t implemented any sort of training around how to access systems securely or how to interact with 

company information. While trust is a great thing for your customers to have in their employees, it doesn’t 

prevent the need for good security training.

LEVEL 0: IGNORED

These training programs are in line with specific objectives for the organization. So depending on company goals, 

certain aspects of cybersecurity are likely to be more relevant than others.

Training plans are not only administered, but regularly reviewed and updated. Effectiveness of these training 

programs, including awareness activities, are regularly tested. This might be in the form of quizzes or surveys sent 

to employees asking them how comfortable they feel with the cybersecurity education they’ve received at work. 

This also allows employees to request additional training or resources outside of the organization’s regular 

training schedule.

Finally, professional development opportunities for personnel who have high responsibility are accounted for at 

this level of training.
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As organizations grow, the value of security becomes more apparent and their IT spend will expand. The goal at 

this stage is to establish a more formalized and systematic approach to security. In addition, budgets increase and 

prevention capabilities begin to become more sophisticated. 

It is important to bring the conversation beyond just prevention alone. Educate your customers on the various 

phases in a typical attack, which will show how a layered security approach becomes necessary. Understanding 

how attacks are rolled out makes the risk more tangible in the minds of stakeholders. From there, having the 

ability to map out the role each security tool plays in addressing a specific phase in the attack helps showcase the 

value of each security measure in protecting critical assets.  

This education will also go into vulnerability management as well, specifically as it relates to risk. The ability to 

address threats is not just about blocking and kicking out threats once they are identified; it is also about closing 

any gaps and cleaning up low hanging fruit that would enable an attacker to compromise critical assets and 

infrastructure.

Training tips

◆ Training is more than 
showing employees what 
a phishing scam looks 
like; training should focus 
on what threats are and 
how to prevent accidental 
information leaks

◆ Training should be 
revisited periodically to 
focus on knowledge gaps 
and new threats

◆ You'll have to work with 
smaller companies to 
convince them that 
cybersecurity is not a "big 
company" problem

When a company is at level 1, they provide the most basic training 

for employees, primarily around awareness. This business is 

concerned with educating employees on what a scam looks like 

and when they shouldn’t click on a link.

Level 1 is all about training employees on how to mitigate outsider 

threats. In order to talk to your customers about security 

awareness training, take a broader message with them that does 

not revolve simply around IT. Things like physical security may 

resonate better for brick and mortar operations; ask them to 

consider how this translates into security digital information as 

well.

LEVEL 1: IMPROMPTU

A company at level 2 for training will have role-based training for 

employees based on that employee’s position in the company. 

Based on things like onboarding, new systems in place, or job 

changes within the company, training is a prerequisite before 

gaining access to applications.

The cybersecurity awareness at this level is done periodically, whereas at level 1 awareness training is most likely 

a one-off education session. This allows companies to address topical cybersecurity concerns, questions raised by 

employees, and share new experiences.

Level 2 training addresses not only outsider threats, but the possibility of incidental or malicious insider threats. 

This includes how to prevent oneself from accidentally leaking information, as well as how to spot a possible 

insider threat and how to report it. 

The key in training employees is to build it into the company culture. Enable users to become part of a “sensory 

network” and act as an early warning system when threats are potentially seen entering the environment. By 

rewarding those who report suspicious behavior rather than reprimand those who accidentally click helps 

establish a culture of security awareness and positive reinforcement throughout the organization.

LEVEL 2: INVOLVED

These training programs are in line with specific objectives for the organization. So depending on company goals, 

certain aspects of cybersecurity are likely to be more relevant than others.

Training plans are not only administered, but regularly reviewed and updated. Effectiveness of these training 

programs, including awareness activities, are regularly tested. This might be in the form of quizzes or surveys sent 

to employees asking them how comfortable they feel with the cybersecurity education they’ve received at work. 

LEVEL 3: INCORPORATED

This also allows employees to request additional training or resources outside of the organization’s regular 

training schedule.

Finally, professional development opportunities for personnel who have high responsibility are accounted for at 

this level of training.
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These training programs are in line with specific objectives for the organization. So depending on company goals, 

certain aspects of cybersecurity are likely to be more relevant than others.

Training plans are not only administered, but regularly reviewed and updated. Effectiveness of these training 

programs, including awareness activities, are regularly tested. This might be in the form of quizzes or surveys sent 

to employees asking them how comfortable they feel with the cybersecurity education they’ve received at work. 

This also allows employees to request additional training or resources outside of the organization’s regular 

training schedule.

Finally, professional development opportunities for personnel who have high responsibility are accounted for at 

this level of training.

Information sharing

When we refer to information sharing in this context, we’re 

specifically looking at IT information sharing. This includes written 

policies, procedures, processes, where information is housed, how 

it’s housed, safe ways for users and applications to access this 

information. It also includes sharing IT information within teams 

and between departments. For instance, if the DevOps team 

needs to coordinate with the IT management team, how is that 

information shared? And what are the processes for that 

communication?

Information sharing can refer to a lot of things under the IT 

umbrella. We’ve done our best to encompass all types of information sharing based on the levels a company 

might be at. However, there are certainly types of information sharing that we do not account for in this section.

When a company is at level 0, they’re likely not sure where any of their information is. They’re not sure how it’s 

stored, there’s no log of security events, and there’s no information sharing plan in place whatsoever.

Teams do not share information in an organized way, and when they need to share information with another 

department it is generally not done in the same way every time. Organizations at this level likely are not big 

enough to be contributing to any large information databases, so information sharing of this type is not a concern 

to them.

LEVEL 0: IGNORED

At this level, IT assets are inventoried along with their baseline configurations. Having a handle on baseline 

configurations is imperative for system recovery. This refers to IT infrastructure, including how applications access 

information within other applications when they are synced.

There is a point of contact in place for IT information. So internal team and cross-department information sharing 

is organized and handled through verified channels. There is also a log of all cybersecurity events, which can 

range from warnings of outdated passwords to identified vulnerabilities within software. A basic continuity plan 

is in place which lays out the steps needed to return to normal operation should a cybersecurity event take major 

systems offline.

LEVEL 1: IMPROMPTU

Businesses at level 3 are likely larger companies with more 

information to share both internally and externally.

They have log data that supports other processes, such as incident response and asset management. 

Additionally, data monitoring is in real-time, or close to it. And this information is not just specific to an internal 

business, but there is also data monitoring in place for outside organizations. This is especially important as 

organizations at this level participate in information sharing and analysis centers, to help IT operations outside of 

just their organization.

These organizations are capable of receiving, analyzing, and de-conflicting cybersecurity information that they 

receive both from outside parties and internally. Event information, either internal to the company or externally 

monitored, is correlated in order to identify trends and patterns.

Threat information is added to the risk register discussed in the threats and vulnerabilities section.The risk 

register is then used to identify anomalies. Criteria for event escalation is adjusted based on this risk register. 

Further, response plans are aligned with risk criteria. 

Compliance requirements are well-documented, and it’s understood who on staff is the point of contact and 

driver of that compliance.

After a security incident occurs, root cause analysis is performed and a “lessons learned'' report is generated to be 

shared with previously identified parties. 

Mock cybersecurity exercises are performed regularly not just internally, but with other organizations that would 

theoretically be party to the security incident.
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These training programs are in line with specific objectives for the organization. So depending on company goals, 

certain aspects of cybersecurity are likely to be more relevant than others.

Training plans are not only administered, but regularly reviewed and updated. Effectiveness of these training 

programs, including awareness activities, are regularly tested. This might be in the form of quizzes or surveys sent 

to employees asking them how comfortable they feel with the cybersecurity education they’ve received at work. 

This also allows employees to request additional training or resources outside of the organization’s regular 

training schedule.

Finally, professional development opportunities for personnel who have high responsibility are accounted for at 

this level of training.

Information sharing tips

◆ Identify where 
information is stored

◆ Determine the most 
optimal way to share 
information between 
teams and applications 
and maintain consistency

◆ Have a point-of-contact 
for IT information

◆ Help transition clients 
towards prioritizing 
certain information and 
testing before 
deployment

◆ Comprehensive 
information sharing will 
encompass the four other 
categories discussed in 
this guide

At this level, information sharing is much more involved. Not only 

is it clear where information is housed, but full attributes including 

location, owner, and SLA are documented. Certain assets are 

prioritized and assets are tested before deployment.

There is a clear process in place for sharing sensitive information 

that addresses both normal and emergency situations. There is 

criteria in place for declaring and escalating a security event. 

Incident response plans like this are sometimes tested, though 

not on a regular basis.

Partners, vendors, and regulators are all identified based on their 

relevance to the business, and there are procedures on what 

information should be shared with these groups as well as how 

that information should be shared.

There is a repository of events and they are tracked end to end 

from triage to closure. Continuity plans include recovery time and 

recovery point goals.

LEVEL 2: INVOLVED

Businesses at level 3 are likely larger companies with more 

information to share both internally and externally.

They have log data that supports other processes, such as incident response and asset management. 

Additionally, data monitoring is in real-time, or close to it. And this information is not just specific to an internal 

business, but there is also data monitoring in place for outside organizations. This is especially important as 

organizations at this level participate in information sharing and analysis centers, to help IT operations outside of 

just their organization.

These organizations are capable of receiving, analyzing, and de-conflicting cybersecurity information that they 

receive both from outside parties and internally. Event information, either internal to the company or externally 

monitored, is correlated in order to identify trends and patterns.

Threat information is added to the risk register discussed in the threats and vulnerabilities section.The risk 

register is then used to identify anomalies. Criteria for event escalation is adjusted based on this risk register. 

Further, response plans are aligned with risk criteria. 

Compliance requirements are well-documented, and it’s understood who on staff is the point of contact and 

driver of that compliance.

After a security incident occurs, root cause analysis is performed and a “lessons learned'' report is generated to be 

shared with previously identified parties. 

LEVEL 3: INCORPORATED

Mock cybersecurity exercises are performed regularly not just internally, but with other organizations that would 

theoretically be party to the security incident.
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Businesses at level 3 are likely larger companies with more 

information to share both internally and externally.

They have log data that supports other processes, such as incident response and asset management. 

Additionally, data monitoring is in real-time, or close to it. And this information is not just specific to an internal 

business, but there is also data monitoring in place for outside organizations. This is especially important as 

organizations at this level participate in information sharing and analysis centers, to help IT operations outside of 

just their organization.

These organizations are capable of receiving, analyzing, and de-conflicting cybersecurity information that they 

receive both from outside parties and internally. Event information, either internal to the company or externally 

monitored, is correlated in order to identify trends and patterns.

Threat information is added to the risk register discussed in the threats and vulnerabilities section.The risk 

register is then used to identify anomalies. Criteria for event escalation is adjusted based on this risk register. 

Further, response plans are aligned with risk criteria. 

Compliance requirements are well-documented, and it’s understood who on staff is the point of contact and 

driver of that compliance.

After a security incident occurs, root cause analysis is performed and a “lessons learned'' report is generated to be 

shared with previously identified parties. 

Mock cybersecurity exercises are performed regularly not just internally, but with other organizations that would 

theoretically be party to the security incident.
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Businesses at level 3 are likely larger companies with more 

information to share both internally and externally.

They have log data that supports other processes, such as incident response and asset management. 

Additionally, data monitoring is in real-time, or close to it. And this information is not just specific to an internal 

business, but there is also data monitoring in place for outside organizations. This is especially important as 

organizations at this level participate in information sharing and analysis centers, to help IT operations outside of 

just their organization.

These organizations are capable of receiving, analyzing, and de-conflicting cybersecurity information that they 

receive both from outside parties and internally. Event information, either internal to the company or externally 

monitored, is correlated in order to identify trends and patterns.

Threat information is added to the risk register discussed in the threats and vulnerabilities section.The risk 

register is then used to identify anomalies. Criteria for event escalation is adjusted based on this risk register. 

Further, response plans are aligned with risk criteria. 

Compliance requirements are well-documented, and it’s understood who on staff is the point of contact and 

driver of that compliance.

After a security incident occurs, root cause analysis is performed and a “lessons learned'' report is generated to be 

shared with previously identified parties. 

Mock cybersecurity exercises are performed regularly not just internally, but with other organizations that would 

theoretically be party to the security incident.

By identifying where your customers are in their security journey, you can create a map to determine where their 

next investment should go in order to have a well-rounded security program.

A single company won’t simply be at level 0 or level 3 across all of the cybersecurity categories we’ve identified 

here. In many cases, your customers may be at different maturity levels across the different security domains. For 

example, some customers may have threat management and identity access management software in place, 

but have not sat down to fully identify their critical assets and understand their overall risk.

In some cases, we might engage with a small company with a small budget that needs only a basic level of 

security across all domains. For those working in a highly regulated industry, however, they may need to increase 

their overall investment in order to meet certain compliance requirements.

This is why it’s important that you ask your customers the right questions as you guide them through their 

cybersecurity journey. This will help you understand how you can assist your customers and advise them on 

which technology and procedures they need in place.

In the next section, we’ll look at different examples you might encounter to help you advise your customers.

Companies will be at 
varying levels of 
cybersecurity
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Helping companies grow

Imagine walking into your favorite, local patisserie. What comes to 

mind first? Likely not their IT infrastructure that supports email 

and voice services, let alone IT security. For small business owners, 

their headspace—and their IT budget—is likely more focused on 

other areas of the business as well. 

Take a local bakeshop owner. Their focus is mainly on serving their customers with the best possible products and 

services, ensuring they have strong relationships with their suppliers, and figuring out how to pay and take care 

of their employees. IT is simply a tool to facilitate their ability to run their business and a cost center for an already 

low-margin business. They will focus their IT spending on critical needs such as POS systems, their website, voice 

services, and in-store public WiFi services.

About this customer

Where are they?

CUSTOMER 1: YOUR LOCAL BAKESHOP

CYBERSECURITY MATURITY MODEL

CATEGORY

Risk 
Management

Identity and 
Access

Threats and 
Vulnerabilities

Information 
Sharing Training

LEVEL 3
(Incorporated)

LEVEL 2
(Involved)

LEVEL 1
(Impromptu)

M
A

TU
R

IT
Y

 L
E

V
E

L

For these companies who already have lower IT budgets, they will likely be very judicious when it comes to where 

to spend for IT security. The level of education in cybersecurity is expected to be low, which limits the focus to 

small, key areas such as identity and access. For those who may be more sophisticated, it’s possible to even see 

ad-hoc security awareness training based on materials sent by their MSP or other free online resources.
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For this customer, it is important to provide a consultative approach and find ways to educate them while not 

pushing too hard simply on technology spend. There are so many ways to have this conversation to get them 

thinking about security.  

◆ “What are your most critical systems that enable you to run your business? What can you not afford to 

lose?”

◆ “Is there critical information that you are legally required to protect? Where is this information stored and 

who has access to it? For example, personal employee data or customer loyalty information…” 

◆ “Do you outsource these services to other vendors, such as Square or a payroll service? What promises 

have they made to you to protect that information? Does that protect you or put you at risk?”   

◆ “As a business owner, do you have a dedicated machine where you conduct most of your business? Or do 

you have other essential staff that require laptops to do their work for your business?”  

Help these businesses find a way to inventory their critical assets and private information and understand their 

potential risk exposure. This will move them into thinking about how to manage risk and limit information 

sharing, and eventually get them thinking about other tools. These conversations will help round out their 

security program at a low cost.  

As they become more aware of their exposure, they will start to understand the impact of a potential adverse 

event. This is where you can start educating them on what attacks look like at a more technical level, which will 

enable them to understand the importance of introducing security tools to help limit that exposure.

While at a level 1 for a majority of categories, this company is at a level 2 for information sharing and training. With 

everyone on computers all day, they understand the importance of basic education based on individuals’ roles 

and revisiting cybersecurity training on at least a yearly basis. They are also good about sharing information in a 

procedural way to avoid data leakage.

They’re a small business in an office with no more than 20 

employees. With all of their employees behind a desk, they need 

to access various web and cloud applications to get through their 

day. These include email, CRMs, project management 

applications, process management applications, and more.

Employees are taking devices home, which means they’re concerned with more than just on-network security.

Everyone is at a computer. No one’s responsibilities take them away from their desk. Being plugged in all of the 

time, they need to take this seriously.

What level should you expect to bring them to and how?

About this customer

Where are they?

CUSTOMER 2:
SMALL OFFICE WITH 20 EMPLOYEES
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CYBERSECURITY MATURITY MODEL

CATEGORY

Risk 
Management

Identity and 
Access

Threats and 
Vulnerabilities

Information 
Sharing Training

LEVEL 3
(Incorporated)

LEVEL 2
(Involved)

LEVEL 1
(Impromptu)

M
A

TU
R

IT
Y

 L
E

V
E

L

As a small company, they are at a high risk of a data breach, meaning they should be prepared from a risk 

management, training, and threats and vulnerabilities standpoint. They should be at a minimum level 2 for all of 

these categories, though a level 3 for threats and vulnerabilities is recommended

They need to go from performing one risk assessment to a completely documented strategy that includes 

priorities, stakeholders, and regular assessments. They also need to acknowledge that not all employees need 

high-level access to all applications, with tighter access restrictions put in place.

Additionally, with everyone online their threat risk is significantly higher than a company like the local bakeshop 

in our previous example. This means they need to establish their threat profile, perform vulnerability assessments 

and penetration tests, and put alerting in place for vulnerabilities. Right now this company likely has the tools in 

place, but they need to take it a step further and make sure they’re actively using the tools and monitoring their 

IT systems.

In the event they are a small insurance company, accounting agency, or law office, they also need to be held to 

regulation standards. This might require level 3 risk management. More on that in the next example.

While still a small business, professional services organizations 

have a very different set of needs. Take a small law office, for 

example. A lot of their work is done electronically where extremely 

sensitive data is passed back and forth. Data privacy and 

What level should you expect to bring them to and how?

About this customer

CUSTOMER 3: SMALL LAW OFFICE

confidentiality is at the forefront of their business, which means cybersecurity becomes a key pillar in their 

business operations.

For more mature customers, the goal is less about educating them on the importance of cybersecurity. They 

already understand the inherent risks and that something must be done. For this customer, it is more about 

teaching them how to operationalize and organize their security program. 

For example, when it comes to threats and vulnerabilities, walk them through the typical phases of an attack. Is 

there a base level of security that offers a base set of protection through each layer of the security stack? Have 

they addressed each layer or what gaps need to be addressed? Can they document what they have and monitor 

their results?  

How is their security policy documented? Do they even have a policy on how to assign criticality or confidentiality 

to documents—specifically customer related documents? And what are the rules around how to handle and 

treat these documents? And is their staff aware of this policy?  

Since this customer has so much in place already, your role will primarily be as an advisor and advocate of 

improving security processes. Encourage them to look more closely at legacy processes and tools and help them 

determine what the best solutions are for their current business needs.
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While still a small business, professional services organizations 

have a very different set of needs. Take a small law office, for 

example. A lot of their work is done electronically where extremely 

sensitive data is passed back and forth. Data privacy and 

confidentiality is at the forefront of their business, which means cybersecurity becomes a key pillar in their 

business operations.

Where are they?

CYBERSECURITY MATURITY MODEL

CATEGORY

Risk 
Management

Identity and 
Access

Threats and 
Vulnerabilities

Information 
Sharing Training

LEVEL 3
(Incorporated)

LEVEL 2
(Involved)

LEVEL 1
(Impromptu)

M
A

TU
R

IT
Y

 L
E

V
E

L

For a small law office, they understand the need to keep all documents and business information tightly locked 

down. Identity and access is essential to ensuring personnel are given least privilege access to information on an 

as-needed basis.  

In general, it is assumed that they would be at around a Level 2 for each area where cybersecurity is deeply 

embedded into the way they do business. For a law office, being able to understand risk and react appropriately 

is core to their brand; understanding the tradeoffs, documenting key processes and handling risk is something 

they are keenly aware of.

For more mature customers, the goal is less about educating them on the importance of cybersecurity. They 

already understand the inherent risks and that something must be done. For this customer, it is more about 

teaching them how to operationalize and organize their security program. 

For example, when it comes to threats and vulnerabilities, walk them through the typical phases of an attack. Is 

there a base level of security that offers a base set of protection through each layer of the security stack? Have 

they addressed each layer or what gaps need to be addressed? Can they document what they have and monitor 

their results?  

How is their security policy documented? Do they even have a policy on how to assign criticality or confidentiality 

to documents—specifically customer related documents? And what are the rules around how to handle and 

What level should you expect to bring them to and how?

treat these documents? And is their staff aware of this policy?  

Since this customer has so much in place already, your role will primarily be as an advisor and advocate of 

improving security processes. Encourage them to look more closely at legacy processes and tools and help them 

determine what the best solutions are for their current business needs.
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For more mature customers, the goal is less about educating them on the importance of cybersecurity. They 

already understand the inherent risks and that something must be done. For this customer, it is more about 

teaching them how to operationalize and organize their security program. 

For example, when it comes to threats and vulnerabilities, walk them through the typical phases of an attack. Is 

there a base level of security that offers a base set of protection through each layer of the security stack? Have 

they addressed each layer or what gaps need to be addressed? Can they document what they have and monitor 

their results?  

How is their security policy documented? Do they even have a policy on how to assign criticality or confidentiality 

to documents—specifically customer related documents? And what are the rules around how to handle and 

treat these documents? And is their staff aware of this policy?  

Since this customer has so much in place already, your role will primarily be as an advisor and advocate of 

improving security processes. Encourage them to look more closely at legacy processes and tools and help them 

determine what the best solutions are for their current business needs.

Addressing budgetary restrictions and 
concerns

Your customers are not always on a growth journey when it comes to cybersecurity, or even their business as a 

whole. Sometimes they need to address budgetary concerns to make sure their employees still have jobs at the 

end of the day. Consulting in these situations can be difficult, which is why we’ve added this section to help you 

advise your customers when they might need to cut back.

No two businesses are the same, which is why we’ve given you a few options on how to handle these unique 

situations.

Remember that small business we talked about earlier? The one 

where all employees were using web applications all day and 

some of them took their laptops home?

Well, what if that company suddenly hit a rough patch? What if 

they were concerned with finances and came to you to see where 

they could cut budgets?

For the purposes of this example, let’s imagine you’ve been planting the seeds and showing them how important 

cybersecurity is. You’ve addressed the cybersecurity maturity model and stressed to them that they should be at 

a level 2.

But now, they need to save some money.

In this situation, you need to act as a consultant. Here are a few questions you can ask to help address your 

customers’ concerns:

◆ “What are your most critical business applications?”

◆ “If we find you can’t cut cybersecurity applications without exposing the company to major risk, what will 

you do to bring down costs?”

◆ “Will reducing your employees’ workloads or the number of internal tools allow you to bring down costs?”

◆ “Are there any processes you can simplify or change that will cut costs or give you more time back?”

CUSTOMER 4:
SMALL OFFICE WITH 20 EMPLOYEES

Depending on the answers to these questions, you have a few different avenues for consultation.

One option is to reprioritize critical assets, meaning you focus your energy on the parts of the business that 

cannot fail. If these business assets fail, the business could shut down. Think of this as “emergency mode.” Is your 

customer currently using things that they don’t need, and can they save money if they stop using them?

Second, you can look at other avenues for cost savings. If your customer is in a highly regulated industry, they 

might not be able to reduce their cybersecurity levels. In this case, they might look at moving to free applications 

where they’re paying high monthly premiums. 

Another option is to consolidate applications. Are there any opportunities for your customer to consolidate their 

internal tools, or even opportunities where you can consolidate costs for them by creating “packages”?

On rare occasions, you might find that this is actually an upsell moment for you. If your customer needs to reduce 

certain internal tools and shift what their employees are focusing on in order to increase revenue, you might be 

able to take on those responsibilities. If they are using any tools internally, or paying for them separate from the 

contract they have with you, you might be able to put together an enticing deal for them.

No matter what direction you need to steer your customer in, remember that you are the expert consultant in this 

situation. It’s your job to help them lay a new cybersecurity foundation that will keep them safe as they rebuild 

their business. You can help empower their staff and provide them with insight on how to prioritize the most 

critical security concerns while handling smaller concerns with efficiency.
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For more mature customers, the goal is less about educating them on the importance of cybersecurity. They 

already understand the inherent risks and that something must be done. For this customer, it is more about 

teaching them how to operationalize and organize their security program. 

For example, when it comes to threats and vulnerabilities, walk them through the typical phases of an attack. Is 

there a base level of security that offers a base set of protection through each layer of the security stack? Have 

they addressed each layer or what gaps need to be addressed? Can they document what they have and monitor 

their results?  

How is their security policy documented? Do they even have a policy on how to assign criticality or confidentiality 

to documents—specifically customer related documents? And what are the rules around how to handle and 

treat these documents? And is their staff aware of this policy?  

Since this customer has so much in place already, your role will primarily be as an advisor and advocate of 

improving security processes. Encourage them to look more closely at legacy processes and tools and help them 

determine what the best solutions are for their current business needs.

Remember that small business we talked about earlier? The one 

where all employees were using web applications all day and 

some of them took their laptops home?

Well, what if that company suddenly hit a rough patch? What if 

they were concerned with finances and came to you to see where 

they could cut budgets?

For the purposes of this example, let’s imagine you’ve been planting the seeds and showing them how important 

cybersecurity is. You’ve addressed the cybersecurity maturity model and stressed to them that they should be at 

a level 2.

But now, they need to save some money.

In this situation, you need to act as a consultant. Here are a few questions you can ask to help address your 

customers’ concerns:

◆ “What are your most critical business applications?”

◆ “If we find you can’t cut cybersecurity applications without exposing the company to major risk, what will 

you do to bring down costs?”

◆ “Will reducing your employees’ workloads or the number of internal tools allow you to bring down costs?”

◆ “Are there any processes you can simplify or change that will cut costs or give you more time back?”

Depending on the answers to these questions, you have a few different avenues for consultation.

One option is to reprioritize critical assets, meaning you focus your energy on the parts of the business that 

cannot fail. If these business assets fail, the business could shut down. Think of this as “emergency mode.” Is your 

customer currently using things that they don’t need, and can they save money if they stop using them?

Second, you can look at other avenues for cost savings. If your customer is in a highly regulated industry, they 

might not be able to reduce their cybersecurity levels. In this case, they might look at moving to free applications 

where they’re paying high monthly premiums. 

Another option is to consolidate applications. Are there any opportunities for your customer to consolidate their 

internal tools, or even opportunities where you can consolidate costs for them by creating “packages”?

On rare occasions, you might find that this is actually an upsell moment for you. If your customer needs to reduce 

certain internal tools and shift what their employees are focusing on in order to increase revenue, you might be 

able to take on those responsibilities. If they are using any tools internally, or paying for them separate from the 

contract they have with you, you might be able to put together an enticing deal for them.

No matter what direction you need to steer your customer in, remember that you are the expert consultant in this 

situation. It’s your job to help them lay a new cybersecurity foundation that will keep them safe as they rebuild 

their business. You can help empower their staff and provide them with insight on how to prioritize the most 

critical security concerns while handling smaller concerns with efficiency.

CYBERSECURITY MATURITY MODEL

CATEGORY

Risk 
Management

Identity and 
Access

Threats and 
Vulnerabilities

Information 
Sharing Training

LEVEL 3
(Incorporated)

LEVEL 2
(Involved)

LEVEL 1
(Impromptu)
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Now put it in practice

In a perfect world, all companies would be prepared in each of these categories with level 3 maturity. But 

companies are budget-constrained. They value certain things over others, and sometimes cybersecurity is the 

last item on their list. 

It’s up to you to understand where your customer is on their journey. Then, you can educate and help guide them 

towards cybersecurity maturity as their business grows. It may take time, but starting the conversation now will 

only help you (and them!) in the long-term.

About Huntress

Huntress delivers a security platform that accelerates detection and response of constantly evolving threats. 

With managed breach detection, your customers remain productive while you remain profitable.

SIGN UP FOR A FREE TRIAL

About DNSFilter

DNSFilter partners with MSPs, providing them with DNS security that blocks malicious site content at the DNS 

level. Gain visibility into customer DNS data from a dashboard built for MSPs.

SIGN UP FOR A FREE TRIAL

https://huntresslabs.com/trial/?utm_campaign=Free%20Trial&utm_source=DNS%20Filter%20Whitepaper
https://fltr.ai/1XY1



