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Why is choosing the right 
DNS threat protection 
important?

Security threats are on the rise

More instances of cybercrime were reported in 2019 over any other 

year on record (nearly 1,300 incidents per day), with losses totaling 

$3.5 billion. But that doesn’t account for the total amount 

workplaces are spending to deal with computer viruses, which 

averages $55 billion per year.

Hackers are more active than ever, and they’re targeting 

businesses instead of home users.

Part of this is because businesses are becoming easier targets, 

and the rewards are bigger. Employees are using unauthorized 

web applications and accessing work networks from their home 

computers. 

As the remote workspace trend gains more momentum, the lines 

between work and home devices have evaporated. The perimeter 

is gone. It’s difficult for businesses to set up a firewall around their 

network and feel secure when an employee takes work 

equipment home. 

All of this is more alarming when you take into account that over 

half of all Americans aren’t sure of what they should do in the 

event of a data breach. So if a breach does occur and the wrong 

person detects it—possibly from a home device—the cost of that 

breach may be higher than it should be.

For businesses to steer clear of a catastrophic data breach entirely, 

they need to put the right security measures in place.

Between Q2 of 2018 and Q2 of 
2019, ransomware attacks in 

business environments

rose by 365%.

In 2019, the total number of 
confirmed data breaches 

increased 17% over 2018.

2018

2019

There are almost

1.5 million phishing 
websites created every 
month and

1,300 cybercrime 
incidents per day.

Q2 of 2018

Q2 of 2019
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DNS threat protection is the key

Cybercriminals’ favorite tactics include setting up malicious web content. This comes in many forms, but the 

main culprits are:

These types of attacks account for nearly 50% of all data breach root causes.

With over 200,000 new website domains registered daily, it’s impossible for a business to keep up with site 

blocking on its own. That’s where DNS threat protection comes in.

Implementing DNS security enables businesses to block new, questionable website content as well as known 

cyber threats.

When it comes to selecting the right DNS threat protection software for your organization, most of the 

companies we talk to narrow it down to two options: DNSFilter® and Cisco Umbrella®.

Narrowing down your options

MalwareRansomware

C2 callbacks

Phishing

Cryptojacking
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One F500’s journey to 
find the perfect DNS 
protection software

In 2019, an F500 company using Cisco Umbrella questioned how reliable the software was for threat detection. 

They saw the rising security threat data breaches posed to their business, both financially and as a threat to their 

company image. With over 13,000 employees in offices around the globe, they needed the most secure DNS 

protection software available

This F500 company came to DNSFilter. They wanted to see how we matched up against Cisco Umbrella, so we 

performed a head-to-head comparison of threats prevented by Cisco Umbrella and DNSFilter.

Here are our findings.

Cisco Umbrella allowed users to 
access over 50% of the threats our 
software blocked.



DNSFilter took a 24-hour report of 

domains marked as a threat by its AI and 

then accessed those same domains 

using Cisco Umbrella.

Of the 432 domains blocked by 

DNSFilter, Cisco Umbrella only blocked 

26.8% of those threats. 19.1% of the 

threats caused an error and no response, 

while 54.1% of the domains that 

DNSFilter blocked, Cisco Umbrella 

allowed.
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The results

VirusTotal is a collaboration of over 150 anti-virus and domain scanning tools. We used this aggregate tool as a 

benchmark for our results. To measure the efficacy of DNS protection software, the domains blocked by that 

software should match closely with the domains marked as a threat by VirusTotal.

We ran the DNSFilter-blocked domains list against VirusTotal to validate our results. This review led to us revealing 

that only 12 out of our 432 domains were false positives. This means of the threats blocked by DNSFilter in a 

24-hour period, we had a 97% match rate with VirusTotal. 

It also confirmed our findings that Cisco Umbrella allowed users to access over 50% of the threats our software 

blocked.

Experiment 1:
DNSFilter’s blocked threats

Cisco Results



The results

Happily ever after

After our experiment, this F500 company decided to make the switch from Cisco Umbrella to DNSFilter as their 

official DNS threat protection software.

*A zero-day attack (or zero-day exploit) is a cyber attack that occurs on the same day a weakness is discovered
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We then reversed the experiment and obtained a list of threats blocked by Cisco Umbrella over a 24-hour period. 

The list had 447 domains. Of the Cisco Umbrella-blocked domains, DNSFilter only agreed with 5% of them. 

DNSFilter allowed users to access 90% of what Cisco deemed a “threat”.

But what were those sites that DNSFilter wasn’t blocking that Cisco Umbrella was?

Experiment 2:
Cisco Umbrella’s blocked threats

We decided to turn to VirusTotal once again to check the validity of all of the threats categorized by both 

DNSFilter and Cisco Umbrella.

When we checked all of these domains, we confirmed that DNSFilter agreed with VirusTotal 85% of the time, 

while Cisco Umbrella only agreed with 

VirusTotal 10% of the time.

After this experiment, we concluded that a 

majority of Cisco Umbrella’s blocked sites 

are actually false positives (wrongly 

categorized as “threats”) when compared 

to VirusTotal. We also determined that 

Cisco Umbrella is likely not blocking 50% of 

zero-day* malware and phishing sites, 

putting customers at serious risk.

Meanwhile, because of its unique AI, 

DNSFilter was able to categorize and block 

new threats in real-time with great 

accuracy.

Neither DNSFilter nor Cisco Umbrella has ever had a global outage, but DNSFilter currently uses the most data 

centers of any other DNS security provider.

DNSFilter has 47 data center locations worldwide with multiple nodes per data center. Cisco Umbrella only has 

31 data centers globally.

We also rely on two different hosting providers. 

We have a DNS1 network and a DNS2 network to assure 100% uptime. If our DNS1 network were to go down for 

any reason, our DNS2 network would take over until DNS1 was back up, all with zero downtime.

Relying on two hosts provides an additional layer of protection for our customers. This way, if the issue is with the 

host it will only affect one network.

VirusTotal Results
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Cisco Umbrella vs. 
DNSFilter

While the efficacy of threat categorization is a vital consideration when selecting a DNS security tool, there are 

other features that you should consider.

Artificial Intelligence

DNSFilter is the only DNS threat protection software that is driven by AI categorization. While Cisco Umbrella 

uses machine learning to help uncover new attacks, it’s not their sole resource. They also rely on domain list 

uploads. 

When DNS security software depends on domain list uploads to block threats, that means someone has to have 

encountered the threat in the first place. List uploads do not protect users from zero-day attacks.

At DNSFilter, we also use imagery-based anti-phishing tactics, something Cisco Umbrella does not utilize. This 

imagery-based AI function looks at questionable domains and matches the layout of the site to a database of 

known phishing sites. By matching similar image elements to known malicious content, our AI is able to 

intelligently block previously uncategorized phishing threats.

Our AI is constantly learning as it relies on a list of over twenty indicators to categorize a website as a threat. And 

though we let our AI do the work, we still have humans checking on it and reviewing the domains blocked. This 

allows us to check for false positives and add new indicators for our AI to check against.

Global Anycast Network

UPTIME

Neither DNSFilter nor Cisco Umbrella has ever had a global outage, but DNSFilter currently uses the most data 

centers of any other DNS security provider.

DNSFilter has 47 data center locations worldwide with multiple nodes per data center. Cisco Umbrella only has 

31 data centers globally.

We also rely on two different hosting providers. 

We have a DNS1 network and a DNS2 network to assure 100% uptime. If our DNS1 network were to go down for 

any reason, our DNS2 network would take over until DNS1 was back up, all with zero downtime.

Relying on two hosts provides an additional layer of protection for our customers. This way, if the issue is with the 

host it will only affect one network.

https://www.opendns.com/data-center-locations/


SPEED

Neither DNSFilter nor Cisco Umbrella has ever had a global outage, but DNSFilter currently uses the most data 

centers of any other DNS security provider.

DNSFilter has 47 data center locations worldwide with multiple nodes per data center. Cisco Umbrella only has 
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31 data centers globally.

We also rely on two different hosting providers. 

We have a DNS1 network and a DNS2 network to assure 100% uptime. If our DNS1 network were to go down for 

any reason, our DNS2 network would take over until DNS1 was back up, all with zero downtime.

Relying on two hosts provides an additional layer of protection for our customers. This way, if the issue is with the 

host it will only affect one network.

DNS protection can often slow down your network since it adds another step for all DNS requests go through.

Because of the large number of data centers on our anycast network, DNSFilter is the fastest DNS security 

provider in the world. We don’t slow you down.

The smaller the number, the faster the network

Ease of Use

When it comes to ease of use, DNSFilter outranks Cisco Umbrella in the following categories on G2:

Users can get set up with DNSFilter quickly, especially when consulting our thorough documentation. Common 

complaints about Cisco Umbrella, however, primarily revolve around usability.

One Cisco Umbrella user on G2 said, “If it is not an engineer who does the initial configuration process everything 

will be wrong because it is a complex platform to use” while another user notes “In the same way as other Cisco 

items, it's difficult to...implement.”

While setup seems to be a major sore spot for Cisco Umbrella customers, DNSFilter customers are able to get set 

up shortly. One of our clients on Capterra said the biggest pros of using DNSFilter were “ease of setup and 

configuration.” They were “able to get sites up and running in no time and with the templating option it makes it 

that much quicker.”

MSP customers will be interested to know that only DNSFilter allows whitelabeling. When MSPs use Cisco 

Umbrella, everything is co-branded with their logo and Cisco’s. For MSPs that want to completely white label DNS 

security, Cisco Umbrella is not the right choice.

• Ease of setup

• Ease of doing business with

• Ease of use

• Ease of admin

A lot of security experts would argue that the future of cybersecurity is in collaboration between solution 

providers. It’s not just about what a single company offers, but what their partners bring to the table. Integration 

between companies is necessary to avoid gaps in security and share necessary information freely, so security 

threats can be identified and mitigated more easily.

After all, cybersecurity is an ecosystem of different technologies working together. It’s not meant for a single 

conglomerate to take control of.

At DNSFilter, we have a large number of technology partners including PhishLabs and Avira. We understand that 

working with third parties makes for better threat intelligence. Our goal is to partner with the best to increase our 

clients’ security. 

While Cisco Umbrella’s technology is certainly impressive, they focus more on integrating with other Cisco 

products as opposed to third party data sources.

https://www.opendns.com/data-center-locations/
https://www.g2.com/compare/cisco-umbrella-vs-dnsfilter
https://www.g2.com/products/cisco-umbrella/reviews#reviews
https://fltr.ai/1NS4


Neither DNSFilter nor Cisco Umbrella has ever had a global outage, but DNSFilter currently uses the most data 

centers of any other DNS security provider.

DNSFilter has 47 data center locations worldwide with multiple nodes per data center. Cisco Umbrella only has 

31 data centers globally.

We also rely on two different hosting providers. 

We have a DNS1 network and a DNS2 network to assure 100% uptime. If our DNS1 network were to go down for 

any reason, our DNS2 network would take over until DNS1 was back up, all with zero downtime.

Relying on two hosts provides an additional layer of protection for our customers. This way, if the issue is with the 

host it will only affect one network.

When it comes to ease of use, DNSFilter outranks Cisco Umbrella in the following categories on G2:

Users can get set up with DNSFilter quickly, especially when consulting our thorough documentation. Common 

complaints about Cisco Umbrella, however, primarily revolve around usability.

One Cisco Umbrella user on G2 said, “If it is not an engineer who does the initial configuration process everything 

will be wrong because it is a complex platform to use” while another user notes “In the same way as other Cisco 

items, it's difficult to...implement.”

While setup seems to be a major sore spot for Cisco Umbrella customers, DNSFilter customers are able to get set 
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up shortly. One of our clients on Capterra said the biggest pros of using DNSFilter were “ease of setup and 

configuration.” They were “able to get sites up and running in no time and with the templating option it makes it 

that much quicker.”

MSP customers will be interested to know that only DNSFilter allows whitelabeling. When MSPs use Cisco 

Umbrella, everything is co-branded with their logo and Cisco’s. For MSPs that want to completely white label DNS 

security, Cisco Umbrella is not the right choice.

Partnerships

A lot of security experts would argue that the future of cybersecurity is in collaboration between solution 

providers. It’s not just about what a single company offers, but what their partners bring to the table. Integration 

between companies is necessary to avoid gaps in security and share necessary information freely, so security 

threats can be identified and mitigated more easily.

After all, cybersecurity is an ecosystem of different technologies working together. It’s not meant for a single 

conglomerate to take control of.

At DNSFilter, we have a large number of technology partners including PhishLabs and Avira. We understand that 

working with third parties makes for better threat intelligence. Our goal is to partner with the best to increase our 

clients’ security. 

While Cisco Umbrella’s technology is certainly impressive, they focus more on integrating with other Cisco 

products as opposed to third party data sources.

https://www.capterra.com/p/156036/DNSFilter/reviews/


A lot of security experts would argue that the future of cybersecurity is in collaboration between solution 

providers. It’s not just about what a single company offers, but what their partners bring to the table. Integration 

between companies is necessary to avoid gaps in security and share necessary information freely, so security 

threats can be identified and mitigated more easily.

After all, cybersecurity is an ecosystem of different technologies working together. It’s not meant for a single 
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conglomerate to take control of.

At DNSFilter, we have a large number of technology partners including PhishLabs and Avira. We understand that 

working with third parties makes for better threat intelligence. Our goal is to partner with the best to increase our 

clients’ security. 

While Cisco Umbrella’s technology is certainly impressive, they focus more on integrating with other Cisco 

products as opposed to third party data sources.

Support

It’s no secret that a good number of our current customers previously used Cisco Umbrella. While features are a 

great gauge of which product is right for you, support is all too often overlooked. It’s also a crucial reason why a lot 

of our customers come to us after using Cisco Umbrella.

One of our largest MSP clients made the switch from Cisco Umbrella to DNSFilter because they felt they could 

truly partner with us. When they were Cisco clients, they felt like they were just another number. 

On TrustRadius, one Cisco client said, “The biggest room for improvement is the support.” Another client on G2 

was not happy that “the support is not fast enough.”

We take customer service very seriously at DNSFilter. From the documentation and help guides we create to 

assist in onboarding to the support tickets filed, we work to act quickly so our customers’ service isn’t interrupted.

We not only work to provide technical support for our customers, but we want to support their feature requests 

as well. This is why we maintain a user-generated feature request list that all users can vote on.

Support isn’t just working through current technical issues, but acknowledging we have room to grow and 

adopting new functionality that will benefit our clients.

On Capterra, one of our clients had this to say about our support: “The support team are awesome, always 

answering quickly and [efficiently]. I...would recommend this software as they keep [updating] and [adding] more 

features without asking to pay more.”

Active Directory

Both Cisco Umbrella and DNSFilter have Active Directory integration. Using the DNSFilter Sync Tools and 

Collections tabs under “Deployments”, users can sync their Active Directory and Azure Active Directory instances 

for per-user filtering. More details here.

https://www.trustradius.com/products/cisco-umbrella/reviews
https://fltr.ai/1NS5
https://dnsfilter.canny.io/
https://fltr.ai/1NSJ


A lot of security experts would argue that the future of cybersecurity is in collaboration between solution 

providers. It’s not just about what a single company offers, but what their partners bring to the table. Integration 

between companies is necessary to avoid gaps in security and share necessary information freely, so security 

threats can be identified and mitigated more easily.

After all, cybersecurity is an ecosystem of different technologies working together. It’s not meant for a single 

conglomerate to take control of.

At DNSFilter, we have a large number of technology partners including PhishLabs and Avira. We understand that 

working with third parties makes for better threat intelligence. Our goal is to partner with the best to increase our 

clients’ security. 

While Cisco Umbrella’s technology is certainly impressive, they focus more on integrating with other Cisco 

products as opposed to third party data sources.
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Mobile roaming clients Android & iOS iOS

2FA

Roaming client hostname sync

Full white labeling

AI-based domain categorization

Imagery-based anti-phishing

Additional Features

Stable & Global Network

LAN Proxy / Virtual Appliance

Desktop roaming clients

Multi-tenancy

Reporting

Feature DNSFilter Cisco Umbrella



Pricing Model

DNSFilter and Cisco Umbrella’s pricing models are drastically different. While DNSFilter is a month-to-month 

obligation, Cisco Umbrella requires an upfront, one-year commitment. 

Knowing that, it’s easier to try out DNSFilter first with a two-week free trial or two-month test before committing 

to a long-term contract like Cisco.

DNSFilter Cisco Umbrella

Monthly Billing Yearly Billing

No Contract Yearly (or multi-year) Contract

Purchase as needed Purchase in blocks of users

Two week free trial Two week free trial
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Time to make the choice

DNSFilter is AI-based DNS threat protection that is faster than the competition. We put an emphasis on 

evolving our product to make sure we’re giving our clients the best functionality possible without requiring any 

upfront commitments.

GET YOUR FREE TRIAL TODAY

https://fltr.ai/1NSF



