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This is the beginning of
a beautiful friendship…

Congratulations on becoming a DNSFilter partner! We hope you enjoy all of the benefits of being a valued 

partner.

This purpose of this document is to help you with your initial deployment, give you tips on how to market to your 

customers, and set you up for success even outside of DNS protection.
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Recommended 
dashboard structure

Enable whitelabeling

If you’re allowing any customers to login to the DNSFilter application for any reason, you might want the URL for 

the portal to show up as your domain and not DNSFilter’s.

You can do this easily by navigating to the "Whitelabel” section under MSP.

The domain you enter here you will then point via CNAME to “dnsX.netalerts.io”. NOT “app.dnsfilter.com.”

The “X” in “dnsX.netalerts.io” is replaced with a number specific to you. This can be found in our interface where 

you enter your white label hostname.

Similarly, you can also whitelabel system emails so that they come from your business and not ours. For this, 

reach out to our support team and we’ll set up an API key for your account.

And don’t forget to customize your DNSFilter block page before deployment! You can also display an external 

block page hosted on your own website.

To take full advantage of the DNSFilter MSP dashboard, there are a few features we want to highlight that will 

make your experience as a partner even better.

For a more complete introduction to our MSP Dashboard, please visit our support documentation.

https://fltr.ai/27zB
http://app.dnsfilter.com/settings/whitelabel
mailto:support@dnsfilter.com
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Most likely before becoming a partner, you signed up for a free trial and got to know our standard dashboard. You 

might have even been on a standard subscription for a little while. That means you’ll see a few structural changes 

when comparing that dashboard to your shiny, new MSP Dashboard.

When you enter the dashboard there will be a dropdown at the top separating your company from your 

customer organizations.

Rather than structuring your instance so that all networks are under your parent account, you’ll instead place 

customer networks under that company’s sub-organization in the dashboard. This is part of what enables you to 

invite customers to view only their organization if they’d like that visibility. Structuring your customers under a 

single organization (for instance if all networks were 

under the “Your Company” organization) means 

sharing a login with one customer gives them access 

into your other customers’ data.

Using the naming convention in the example image 

above, the structure will look something like this:

◆ Your Company

◇ Client 1

→       Client 1 Network - Campus A

→       Client 1 Network - Campus B

◇ Client 2

→       Client 2 Network - Downtown

→       Client 2 Network - Uptown

The naming convention is completely up to you, 

though we do recommend implementing a consistent 

naming convention across your DNSFilter instance. This 

will make it easier for those newly logging in to 

understand what they’re looking at.

It will also make it easier for you to manage each of your customers. You can pull up their unique sub-organization 

and dive into the reporting. Under the reporting dashboard you might discover a high number of requests for a 

certain category, or a particular domain, and this could give you a starting point to talk to your customer about 

more (or less) restrictive filtering policies based on what their employees need to access on a daily basis. And 

you’ll have the data to back it up!

Embrace multi-tenancy
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Global Policies

In some cases you might want to have your clients share a policy or create a default policy you reuse for multiple 

clients. Because, realistically, you are not going to spend time creating unique policies for each of your clients.

That’s why we implemented Global Policies. This will enable you to create a uniform deployment you can use 

across customers. You can create multiple Global Policies, either for the various verticals you service or based on 

the restrictiveness of the customers you work with.

Roaming Clients

When it comes to deployment, the easiest way to get started is by using our Roaming Clients feature.

Roaming Clients can be deployed one of three ways:

◆ Using an RMM or MDM tool

◆ Active Directory group policy

◆ Manual installation (CLI or graphical installation)

DNSFilter Roaming Clients are available on Windows, MacOS, Android, iOS devices, and via a Chrome extension. 

This deployment method is ideal if your customers are working remotely, have flexible office environments, 

require mobile protection, or if you just want to provide them better visibility.

For more complete details about our Roaming Clients feature, including best practices and a more detailed 

breakdown of installation options, you can refer to our Roaming Clients Eguide. However, it’s still no substitution 

for our documentation!

https://fltr.ai/27zC
https://fltr.ai/27zB
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Selling DNSFilter

The core benefits of DNSFilter

When you boil it down, DNSFilter provides three key values:

◆ Security

◆ Visibility

◆ Productivity

Let’s break that down.

We’re going to let you in on a few DNSFilter secrets in this section. These will include our core value propositions, 

questions we’ve gotten from non-MSP customers, and common cybersecurity faux pas we see people falling into 

again and again.

Think of this section as your quick reference for customer questions, objections, and relevant statistics. We’ve 

designed the majority of these sections so that you can copy and paste sections into customer emails if you’d like. 

But please always read the sections in full before sending them to a customer to make sure they answer their 

particular questions.

SECURITY

Security isn’t something you “implement” and then forget about. It’s constantly evolving, and as external risk 

factors increase and end users are more likely to become the victim of cyber attack, layered security is 

increasingly important.

You need your firewall. You need your antivirus. You also need DNS filtering. Because all of them do different 

things and protect you in different phases of your work day.

Unfortunately for all of us, hackers are really good at deceiving people. And there are a lot of them working to steal 

information, usually for some sort of financial gain.

Per Symantec, one in 13 web requests now lead to malware. While we’re on the subject, malware makes up 28% 

of all cybersecurity threats while phishing accounts for over 30%. That means that nearly 60% of cybersecurity 

threats are deployed at the DNS level.

Even with cybersecurity awareness training, if the hackers are motivated enough they can convince that person 

to click the link. They can find information from public social media pages, press releases, or even business pages 

and leverage that to convince end users that they are trustworthy.

And this happens quickly. When a phishing attempt is successful, over 50% of the link clicks occur in the first 

five minutes. So there isn’t much time for mitigation to happen if you don’t have filtering set up. This is why 

solutions that block threats instantly, even when they’ve never been seen before, are necessary so that the DNS 

request for that malicious site doesn’t get resolved and put the end user and the entire company at a 

tremendous risk.

http://images.mktgassets.symantec.com/Web/Symantec/%7B3a70beb8-c55d-4516-98ed-1d0818a42661%7D_ISTR23_Main-FINAL-APR10.pdf?aid=elq_
https://enterprise.verizon.com/en-gb/resources/reports/dbir/
https://enterprise.verizon.com/en-gb/resources/reports/dbir/
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Security isn’t something you “implement” and then forget about. It’s constantly evolving, and as external risk 

factors increase and end users are more likely to become the victim of cyber attack, layered security is 

increasingly important.

You need your firewall. You need your antivirus. You also need DNS filtering. Because all of them do different 

things and protect you in different phases of your work day.

Unfortunately for all of us, hackers are really good at deceiving people. And there are a lot of them working to steal 

information, usually for some sort of financial gain.

Per Symantec, one in 13 web requests now lead to malware. While we’re on the subject, malware makes up 28% 

of all cybersecurity threats while phishing accounts for over 30%. That means that nearly 60% of cybersecurity 

threats are deployed at the DNS level.

Even with cybersecurity awareness training, if the hackers are motivated enough they can convince that person 

to click the link. They can find information from public social media pages, press releases, or even business pages 

and leverage that to convince end users that they are trustworthy.

And this happens quickly. When a phishing attempt is successful, over 50% of the link clicks occur in the first 

five minutes. So there isn’t much time for mitigation to happen if you don’t have filtering set up. This is why 

solutions that block threats instantly, even when they’ve never been seen before, are necessary so that the DNS 

request for that malicious site doesn’t get resolved and put the end user and the entire company at a 

tremendous risk.

VISIBILITY

It’s not enough to just block threats. If you have no insight into what you’re blocking, you’ll never be able to 

improve both security and content filtering as a whole.

Visibility gives you (as the IT administrator for your customer) a clearer picture of:

◆ What sites users are accessing

◆ The average number of threats being mitigated

◆ How frequently pages are being blocked

You can then use these insights to make recommendations around both security (see above) and productivity 

(see below).

As an example, on a Wednesday in July 2020 we looked at the traffic on our network (this includes all DNSFilter 

customers) and we saw that 13% of all DNS requests between 8 a.m. ET and 6 p.m. ET were requests for TikTok 

domains. And a very small percentage of them were actually blocked.

This is the type of query you can do in DNSFilter. If you saw a similar trend on your network, you could recommend 

to your customer that you:

1. Block TikTok (this is the no-brainer)

2. Send an email (or hold a meeting) on what sites are acceptable to access during working hours

3. Create a written policy on what types of sites employees are and aren’t allowed to access with their work 

laptops (and then block all of those sites to continue to get those insights)

You can even dive into user DNS requests if you’ve deployed DNSFilter through our Active Directory integration 

or Roaming Clients. This is valuable information for your customer. If you notice one user repeatedly trying to 

access blocked sites, it might be an indication that the person is wasting their time. Another consideration is that 

it could indicate that a recreational site like Facebook may be important for a marketing employee to access 

during their workday, and this block policy is negatively impacting their work performance.

But without visibility, you wouldn’t be able to draw any conclusions.

https://www.zdnet.com/article/reel-her-in-what-happens-when-tech-journalists-fall-prey-to-spear-phishing-campaigns/
https://www.zdnet.com/article/reel-her-in-what-happens-when-tech-journalists-fall-prey-to-spear-phishing-campaigns/
https://www.itgovernanceusa.com/blog/52-of-phishing-victims-click-within-one-hour
https://www.itgovernanceusa.com/blog/52-of-phishing-victims-click-within-one-hour
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PRODUCTIVITY

Technology is amazing. It gives us the ability to accomplish more in a given day than we could have dreamed up 

150 years ago. With high digitization in professional services and B2B sectors, our productivity has increased in 

nearly every industry. 

But technology also introduces a new set of obstacles that stand in the way of our daily efficiencies. Social media, 

news websites, gaming platforms like Steam, online forums, messaging clients, even our email can be a source 

of decreased productivity. And those are just the things we can access using a web browser. Which is exactly the 

point.

Access to the internet and digital applications has given us the ability to do more. But ironically it’s also an 

obstacle to better productivity. Research done in 2018 shows that 89% of employees surveyed waste time every 

day.

Think of the daily distractions you encounter that aren’t even on your computer—especially if you work from 

home. There is enough happening externally that you need to tune out. Adding content filtering is an additional 

safeguard against time wasting. It’s a reminder that you shouldn’t be going to sites like that during working 

hours.

You can even customize block pages to give end users a little hint.

Sometimes, sticking to just the “reputable” sites isn’t enough to steer clear of malicious links. Because even these 

trusted sites can still be the victim of “malvertising.” These malvertising schemes are legitimate ad campaigns 

insofar as they actually pay these companies to display ads, but the ads themselves are links that force-download 

malware or propagate a phishing scam.

There are a few stats you should know about malware:

◆ One in every 100 ads is likely to be malicious

◆ 40% of all malicious links are found on good websites—Malvertising is a huge part of that equation

In March of 2020, trusted news sources such as BBC, NY Times, 

Newsweek, and MSN were the victims of a malvertising scheme 

that deployed ransomware when the ads were actually clicked. 

But this technique isn’t new. It’s been around for a while, and part 

of why it’s so popular is that black hat hackers are able to quickly 

focus efforts on fresh ads using new domains when the old ads 

get flagged and blocked.

Sometimes the domains they’re using, like in the case of March 

2020’s malvertising scheme, were previously reputable domains: 

Local businesses that have gone under or blogs where the owner 

allowed the domain to expire. By claiming websites that have domain authority and an existing web presence, it 

is easy to get past the security measures in place at major publishers who have a high volume of advertisers on 

their network.

Think of your own internet habits—it’s very likely that you were on one of those websites in March 2020 when that 

malvertising campaign was running.

Be wary of any ads that seem suspicious. It doesn’t matter where the ads are running, as the ads themselves may 

not be trustworthy. One benefit of DNS protection is it will block any malicious ads you happen to click on.

https://www.mckinsey.com/~/media/mckinsey/featured%20insights/employment%20and%20growth/new%20insights%20into%20the%20slowdown%20in%20us%20productivity%20growth/mgi-the-productivity-puzzle-discussion-paper.ashx
https://www.inc.com/jayson-demers/how-much-time-do-your-employees-waste-at-work-each-day.html
https://www.inc.com/jayson-demers/how-much-time-do-your-employees-waste-at-work-each-day.html
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Security parables for the security 
incomplete

In this section, we share a few true stories that you can pass along to your customers to show them the very real 

dangers of being security incomplete.

“I’LL NEVER FALL FOR A PHISHING SCHEME!”

In early 2020, Art Gross (CEO of Secure Now!) received an email 

while he was in the middle of eating dinner. He scanned it quickly 

and saw that it was about an AWS issue being resolved. Since he’s 

regularly copied on emails like this, he didn’t think much of it but 

decided to forward it to his CTO and senior system administrator 

to check in and see what the issue was.

The problem is that this was not an email from AWS. It was 

actually a phishing email. Luckily for Art, the CTO responded back 

quickly to let him know.

But despite all of Art’s technical knowledge and cybersecurity awareness, he still believed that a phishing email 

was legitimate. Art confirmed for himself that it was a scam when he ran it through software that returned that 

it was “likely” a phishing email based on language used. Not to mention that if he was able to look at the email 

domain on his phone (which was hidden from him), he would have noticed the domain was not “Amazon” or 

“AWS” but something completely unrelated.

If Art had actually clicked any links in that email, the ending might have been very different. Luckily, Art only 

walked away with a lesson learned on how easy it is to become the victim of a phishing attack.

DNS protection can prevent these malicious sites from ever being accessed. In the event that you do fall for a 

phishing email, the right DNS protection will stop you from becoming the victim.

Check out Art’s article.

SAFE SITES STILL HAVE 40% OF THE BAD LINKS

Sometimes, sticking to just the “reputable” sites isn’t enough to steer clear of malicious links. Because even these 

trusted sites can still be the victim of “malvertising.” These malvertising schemes are legitimate ad campaigns 

insofar as they actually pay these companies to display ads, but the ads themselves are links that force-download 

malware or propagate a phishing scam.

There are a few stats you should know about malware:

◆ One in every 100 ads is likely to be malicious

◆ 40% of all malicious links are found on good websites—Malvertising is a huge part of that equation

In March of 2020, trusted news sources such as BBC, NY Times, 

Newsweek, and MSN were the victims of a malvertising scheme 

that deployed ransomware when the ads were actually clicked. 

But this technique isn’t new. It’s been around for a while, and part 

of why it’s so popular is that black hat hackers are able to quickly 

focus efforts on fresh ads using new domains when the old ads 

get flagged and blocked.

Sometimes the domains they’re using, like in the case of March 

2020’s malvertising scheme, were previously reputable domains: 

Local businesses that have gone under or blogs where the owner 

allowed the domain to expire. By claiming websites that have domain authority and an existing web presence, it 

is easy to get past the security measures in place at major publishers who have a high volume of advertisers on 

their network.

Think of your own internet habits—it’s very likely that you were on one of those websites in March 2020 when that 

malvertising campaign was running.

Be wary of any ads that seem suspicious. It doesn’t matter where the ads are running, as the ads themselves may 

not be trustworthy. One benefit of DNS protection is it will block any malicious ads you happen to click on.

https://www.breachsecurenow.com/2020/01/23/i-fell-for-a-phishing-scam/
https://www.mediapost.com/publications/article/335988/malvertising-found-in-1-in-every-100-ad-impression.html
https://blog.knowbe4.com/heads-up-40-percent-of-malicious-urls-found-on-good-domains.-yikes
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Sometimes, sticking to just the “reputable” sites isn’t enough to steer clear of malicious links. Because even these 

trusted sites can still be the victim of “malvertising.” These malvertising schemes are legitimate ad campaigns 

insofar as they actually pay these companies to display ads, but the ads themselves are links that force-download 

malware or propagate a phishing scam.

There are a few stats you should know about malware:

◆ One in every 100 ads is likely to be malicious

◆ 40% of all malicious links are found on good websites—Malvertising is a huge part of that equation

In March of 2020, trusted news sources such as BBC, NY Times, 

Newsweek, and MSN were the victims of a malvertising scheme 

that deployed ransomware when the ads were actually clicked. 

But this technique isn’t new. It’s been around for a while, and part 

of why it’s so popular is that black hat hackers are able to quickly 

focus efforts on fresh ads using new domains when the old ads 

get flagged and blocked.

Sometimes the domains they’re using, like in the case of March 

2020’s malvertising scheme, were previously reputable domains: 

Local businesses that have gone under or blogs where the owner 

allowed the domain to expire. By claiming websites that have domain authority and an existing web presence, it 

is easy to get past the security measures in place at major publishers who have a high volume of advertisers on 

their network.

Think of your own internet habits—it’s very likely that you were on one of those websites in March 2020 when that 

malvertising campaign was running.

Be wary of any ads that seem suspicious. It doesn’t matter where the ads are running, as the ads themselves may 

not be trustworthy. One benefit of DNS protection is it will block any malicious ads you happen to click on.

THE HIGH COST OF DOING NOTHING

The big data breaches get all of the attention. The ones that 

impact millions of customers at high-profile companies. They’re 

scary because these companies have seemingly iron-clad 

cybersecurity in place. The issue arises when there’s a gap in 

security coverage, or human error (like falling for a phishing 

attack).

But these breaches actually aren’t as frequent as the small 

businesses getting hit by cyberattacks.

In 2018, 50% of U.S. businesses were targeted by hackers, and 60% 

of businesses targeted by hackers fail within 6 months of the cybersecurity incident.

Let’s examine one business that was hit by a cyberattack in 2015: Rokenbok Education was in the midst of the 

holiday season when they were the victim of a ransomware attack. It rendered their database unusable. They 

decided not to pay the ransom and spent four days reconfiguring their database so they could get up and 

running. Luckily, Rokenbok didn’t find themselves with a “Permanently Closed” sign on their doors.

But Rokenbok chose to prioritize revenue to the detriment of security. This left them open to a very serious attack 

that impacted them at their busiest time of the year. It caused delays in service and hurt their revenue.

The highest cost, of course, of any cyberattack is the risk of shuttering your business permanently. Unfortunately, 

there are plenty of companies that aren’t around anymore because an attack was so big they couldn’t recover.

In 2014, hackers deleted data vital to the business Code Spaces. This attack included removing backup data, 

forcing them to shut down.

Two medical companies were shut down in 2019: Brookside ENT & Hearing Services and Wood Ranch Medical 

were both the victims of ransomware attacks, opting to close rather than deal with rebuilding and recompiling 

necessary patient data. 

A 61-year-old telemarketing business, The Heritage Company, employed over 300 people and shut their doors 

for good in early 2020, only two months after a ransomware attack hit them.

https://blog.knowbe4.com/ransomware-attacks-use-ny-times-bbc-other-media-sites
https://nakedsecurity.sophos.com/2019/05/08/malvertiser-behind-100-million-bad-ads-indicted-in-the-us/
https://cybernews.com/security/why-you-shouldnt-risk-your-business-by-ignoring-cybersecurity/
https://www.nytimes.com/2016/01/14/business/smallbusiness/no-business-too-small-to-be-hacked.html
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Sometimes, sticking to just the “reputable” sites isn’t enough to steer clear of malicious links. Because even these 

trusted sites can still be the victim of “malvertising.” These malvertising schemes are legitimate ad campaigns 

insofar as they actually pay these companies to display ads, but the ads themselves are links that force-download 

malware or propagate a phishing scam.

There are a few stats you should know about malware:

◆ One in every 100 ads is likely to be malicious

◆ 40% of all malicious links are found on good websites—Malvertising is a huge part of that equation

In March of 2020, trusted news sources such as BBC, NY Times, 

Newsweek, and MSN were the victims of a malvertising scheme 

that deployed ransomware when the ads were actually clicked. 

But this technique isn’t new. It’s been around for a while, and part 

of why it’s so popular is that black hat hackers are able to quickly 

focus efforts on fresh ads using new domains when the old ads 

get flagged and blocked.

Sometimes the domains they’re using, like in the case of March 

2020’s malvertising scheme, were previously reputable domains: 

Local businesses that have gone under or blogs where the owner 

allowed the domain to expire. By claiming websites that have domain authority and an existing web presence, it 

is easy to get past the security measures in place at major publishers who have a high volume of advertisers on 

their network.

Think of your own internet habits—it’s very likely that you were on one of those websites in March 2020 when that 

malvertising campaign was running.

Be wary of any ads that seem suspicious. It doesn’t matter where the ads are running, as the ads themselves may 

not be trustworthy. One benefit of DNS protection is it will block any malicious ads you happen to click on.

The big data breaches get all of the attention. The ones that 

impact millions of customers at high-profile companies. They’re 

scary because these companies have seemingly iron-clad 

cybersecurity in place. The issue arises when there’s a gap in 

security coverage, or human error (like falling for a phishing 

attack).

But these breaches actually aren’t as frequent as the small 

businesses getting hit by cyberattacks.

In 2018, 50% of U.S. businesses were targeted by hackers, and 60% 

of businesses targeted by hackers fail within 6 months of the cybersecurity incident.

Let’s examine one business that was hit by a cyberattack in 2015: Rokenbok Education was in the midst of the 

holiday season when they were the victim of a ransomware attack. It rendered their database unusable. They 

decided not to pay the ransom and spent four days reconfiguring their database so they could get up and 

running. Luckily, Rokenbok didn’t find themselves with a “Permanently Closed” sign on their doors.

But Rokenbok chose to prioritize revenue to the detriment of security. This left them open to a very serious attack 

that impacted them at their busiest time of the year. It caused delays in service and hurt their revenue.

The highest cost, of course, of any cyberattack is the risk of shuttering your business permanently. Unfortunately, 

there are plenty of companies that aren’t around anymore because an attack was so big they couldn’t recover.

In 2014, hackers deleted data vital to the business Code Spaces. This attack included removing backup data, 

forcing them to shut down.

Two medical companies were shut down in 2019: Brookside ENT & Hearing Services and Wood Ranch Medical 

were both the victims of ransomware attacks, opting to close rather than deal with rebuilding and recompiling 

necessary patient data. 

A 61-year-old telemarketing business, The Heritage Company, employed over 300 people and shut their doors 

for good in early 2020, only two months after a ransomware attack hit them.

Top 9 questions your customers might 
ask you about DNS security

We get a ton of questions about DNS filtering. We figure you will, too. To help you answer some of these 

questions, we’ve put together this quick-reference FAQ:

DNS is the phonebook of the internet. Every time you visit a 

website, your computer is making a DNS request to retrieve the 

information for you. If you type in “example.com”, what you’re 

really doing is asking a DNS server “What is the IP address of 

example.com?” The DNS server responds with the IP address and 

takes you to the right website.

DNS translates the domain name into an IP address for us, so we 

don’t have to memorize a long number.

With DNS filtering, when you type in a website’s domain, a filtering process takes place between the IP address 

being retrieved and the page being displayed. This filtering process categorizes the site into a variety of 

groupings that include news and media, social networking, malicious, illegal content, and much more.

Businesses put DNS filters in place to block employees or guest Wi-Fi users from specific sites. A business might 

choose to block social media sites during work hours for their employees or illegal content for both employees 

and public Wi-Fi guests. DNS filtering also blocks users from malicious content, such as phishing schemes and 

malware.

When DNS filtering is in place and someone tries to access an inappropriate site, users will instead see a block 

page letting them know this content is restricted.

Share this blog post with your customer for a more complete explanation.

1. HOW DOES IT WORK?

https://threatpost.com/hacker-puts-hosting-service-code-spaces-out-of-business/106761/
https://www.startribune.com/all-of-records-erased-doctor-s-office-closes-after-ransomware-attack/508180992/?refresh=true
https://web.archive.org/web/20191229063121/https://www.woodranchmedical.com/
https://threatpost.com/ransomware-attack-topples-telemarketing-firm/151530/
https://fltr.ai/27zD
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2. WHAT HAPPENS IF I DON’T USE THIS?

Without DNS filtering in place, clicking a malicious link can cause irreparable damage to your computer, data, 

and business as a whole. But DNS filtering isn’t just about keeping you from making malicious DNS requests. It 

also stops malicious programs already on your computer from making DNS requests of their own.

60% of small businesses that become the victim of a cyberattack, usually a ransomware attack, will need to shut 

down operations within 6 months. These types of attacks sometimes take months to surface, and by that point 

it’s too late.

Human error accounts for 90% of data breaches. These are people who have fallen for social engineering attacks, 

most of them phishing schemes. While the hackers are still outside of your organization, the threat is truthfully 

internal. The people who craft these cyberattacks are clever, and they’re constantly improving how they operate, 

so blocking these malicious links at the moment someone clicks is a powerful cybersecurity tool.

to a dedicated content filter, they usually cannot dynamically categorize and block content or prevent existing 

malware from making additional requests. Firewalls are only concerned about attacks to the network, but it won’t 

stop existing threats from getting worse.

Antivirus software monitors your computer and looks for suspicious files and activities that may indicate you’ve 

downloaded some sort of malware or trojan.

Your firewall and antivirus software won’t catch:

 Social engineering schemes such as phishing emails

 Malicious attacks that go around your firewall (think of public Wi-Fi scenarios)

 Malicious actions on a computer (such as an employee actively going to sites that should be disallowed)

 Zero-day threats

 Endpoint-related threats

DNS filtering gives you another layer of protection, making your company more secure. It can catch zero-day 

threats (threats that have never been seen before) and prevent existing malware from sending DNS requests. 

That means it can mitigate or stop the spread of existing malware. That gives your antivirus software time to 

locate and delete the threat.

Using Roaming Clients, DNS filtering can provide endpoint protection (i.e. device protection). And applying DNS 

protection at the network level means anyone accessing your network goes through your filtering, whereas when 

external devices connect to a firewall they’re not subject to the same rules.

4. HOW IS THIS DIFFERENT FROM MY FIREWALL AND ANTIVIRUS 
SOFTWARE?

A firewall is a barrier between a local network (such as a computer) and the internet. The purpose of a firewall is 

to block unwelcome network traffic from external attackers. And while some firewalls can block content similar 

3. IS THERE MORE TO THIS THAN JUST SECURITY? I’M DROWNING IN 
SECURITY SOFTWARE OVER HERE!

A huge part of why we implement content filtering is to keep 

employees on task. According to one study, 89% of all employees 

waste time at work on a daily basis. And 57% of those surveyed 

waste an hour or more each day.

But even if employees are working all day without taking a break 

to look at distracting sites (or NSFW sites), there are two additional 

reasons to implement content filtering:

◆       Compliance

◆       Safeguarding employees from bad content

A lot of industries need to meet compliance standards. Schools need to achieve CIPA compliance to obtain 

e-rate funding, and that means blocking students from accessing certain sites. There are also many illegal sites 

that could mean legal troubles for your business if employees access them, on purpose or accidentally.

Secondly, often a lot of the work we do requires searching for things online. And sometimes something will seem 

like a legitimate site, but it will actually be some sort of harmful content. By enabling safe search and blocking 

certain site categories, you can protect your employees from uncomfortable situations where they see content 

they should not be seeing.

https://www.techradar.com/news/90-percent-of-data-breaches-are-caused-by-human-error
https://www.inc.com/jayson-demers/how-much-time-do-your-employees-waste-at-work-each-day.html
https://www.forbes.com/sites/cherylsnappconner/2015/07/31/wasting-time-at-work-the-epidemic-continues/#3810121d1d94
https://fltr.ai/27zK
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5. DO I REALLY NEED THIS MUCH SECURITY? MY BUSINESS IS 
PRETTY SMALL.

Unfortunately, it doesn’t matter how small your business is. 

Anyone can become the victim of a data breach launched via 

social engineering, and only 40% of small businesses that 

experience a large breach are likely to survive. 

For businesses that have fewer than 500 employees, the average 

cost of a data breach that stems from an insider mistake is $7.68 

million. On average, it takes 77 days to contain an incident. Only 

13% of incidents were contained in fewer than 30 days.

Of companies that have 50 employees or fewer, 20% use no endpoint security and 43% of business owners don’t 

even have a cybersecurity plan in place. A lot of this is from the prevailing sentiment that cyberattacks don’t 

happen to small companies. But on the contrary, over 40% of data breach victims are small businesses.

In fact, small businesses (with fewer than 250 employees) have the highest rate of targeted malicious email 

attacks.

So ultimately, it doesn’t matter how small your business is. You can still become the victim of a data breach based 

on a variety of factors, just from being online and doing work necessary to your business.

to a dedicated content filter, they usually cannot dynamically categorize and block content or prevent existing 

malware from making additional requests. Firewalls are only concerned about attacks to the network, but it won’t 

stop existing threats from getting worse.

Antivirus software monitors your computer and looks for suspicious files and activities that may indicate you’ve 

downloaded some sort of malware or trojan.

Your firewall and antivirus software won’t catch:

 Social engineering schemes such as phishing emails

 Malicious attacks that go around your firewall (think of public Wi-Fi scenarios)

 Malicious actions on a computer (such as an employee actively going to sites that should be disallowed)

 Zero-day threats

 Endpoint-related threats

DNS filtering gives you another layer of protection, making your company more secure. It can catch zero-day 

threats (threats that have never been seen before) and prevent existing malware from sending DNS requests. 

That means it can mitigate or stop the spread of existing malware. That gives your antivirus software time to 

locate and delete the threat.

Using Roaming Clients, DNS filtering can provide endpoint protection (i.e. device protection). And applying DNS 

protection at the network level means anyone accessing your network goes through your filtering, whereas when 

external devices connect to a firewall they’re not subject to the same rules.

A firewall is a barrier between a local network (such as a computer) and the internet. The purpose of a firewall is 

to block unwelcome network traffic from external attackers. And while some firewalls can block content similar 

https://cybernews.com/security/why-you-shouldnt-risk-your-business-by-ignoring-cybersecurity/
https://cybernews.com/security/why-you-shouldnt-risk-your-business-by-ignoring-cybersecurity/
https://www.ibm.com/security/digital-assets/services/cost-of-insider-threats/#/
https://www.prweb.com/releases/new_study_reveals_one_in_three_smbs_use_free_consumer_cybersecurity_and_one_in_five_use_no_endpoint_security_at_all/prweb16921507.htm
https://enterprise.verizon.com/en-gb/resources/reports/dbir/
https://www.comparitech.com/blog/vpn-privacy/phishing-statistics-facts/
https://www.comparitech.com/blog/vpn-privacy/phishing-statistics-facts/
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6. I’VE HAD THE SAME NETWORK SETUP FOR YEARS AND I’VE 
NEVER HAD A PROBLEM. WHY THIS, WHY NOW?

Phishing attacks are growing at a tremendous rate, and they’re becoming the attack-of-choice for many hackers. 

By using phishing attacks, hackers can steal your valuable credentials, deploy malware, or infect your computer 

with ransomware. They account for over 80% of all reported cybersecurity incidents. Experts estimate that 

nearly $18,000 is lost every minute because of phishing schemes. DNS filtering is one of the best ways to stop 

phishing attacks.

But beyond phishing attacks, work is moving off the network. We’re no longer completely protected behind a 

firewall so we need to find an alternative way to safeguard our employees and our business. Globally, over half of 

businesses offer some form of remote work and nearly 20% of the workforce telecommutes full-time. It’s 

becoming a new standard that businesses need to work around in order to maintain cybersecurity standards.

Legacy firewall software is no longer the singular answer to cybersecurity.

8. WILL THIS SLOW DOWN MY BROWSER?

Not at all! The query speed for our DNS filtering is generally under 10 milliseconds in North America. To put that 

into perspective for you, there are 1,000 milliseconds in a second. So we’re talking subsecond speeds. In almost 

every case, you will actually speed up web browsing for your employees.

7. I ONLY HIRE PEOPLE I TRUST. WHY WOULD I WANT TO ADD 
SOFTWARE THAT MAKES IT SEEM LIKE I DON’T TRUST THEM?

It’s not just about stopping employees from accessing things you 

don’t trust them to look at. It’s also about protecting them from 

both malicious content and content they don’t even want to see.

An employee can have only good intentions and still fall for a 

phishing scam. According to Knowbe4, 37.9% of employees are 

“likely to click on a suspicious link or email or obey a fraudulent 

request.” This has nothing to do with the employees’ intentions, 

and everything to do with being tricked by skillful hackers.

If you’re worried about how your employees might react to DNS 

protection, make it clear that this is another layer of cybersecurity protection as well as a content filter that blocks 

unwanted content.

Likewise, restricting content around drugs, terrorism, illegal content, adult content, and more can prevent 

employees from accidentally accessing harmful content during working hours.

Now that we’ve covered DNSFilter selling points ad nauseam, let’s talk more generally about how to sell prospects 

on choosing your business over the competition.

This is the general template we recommend you follow:

1. Use validation

2. Create an ideal customer profile

3. Work on content your ideal customers crave

4. Deliver recurring value

5. Grow

Validation is tricky because, of course, you need to have customers before you can start using their words to 

promote your business. But it’s important to remember that most buyers are doing their own research on you 

before they pick up the phone or fill out a contact form. They’ll know a little bit about what they’re looking for and 

what you offer. And it’s going to be helpful to those researching prospects to see reviews of your business.

Ask happy customers to place reviews on websites like TrustPilot, Google Business, and Yelp. Put the best reviews 

on your website (with customer permission). You might even create a case study or two that you can send to 

prospects.

But you’re not targeting everyone, right? You probably have some sort of niche that you’re focusing on. It may be 

you focus on a particular vertical (you specialize in finance companies and know their needs), or you might be 

able to define your audience based on other factors such as company size. Whatever your specialty is, you need 

to define it. Then you can do the work to find out where your perfect prospect spends time online, what they read, 

and you can start marketing to those channels.

Next, you need to create content for whatever stage of the buyer’s journey they might be in. Do they really need 

an MSP? What benefits will they get from hiring an MSP? Why are you the right MSP for their business? These 

are all questions you need to answer in emails, blog articles, case studies—whatever the right content is for your 

particular audience.

Delivering value and growing your business goes hand-in-hand. You provide a service, so you understand the 

importance of customer relationships. You need to balance being the expert and providing your customer with 

necessary information around IT and cybersecurity. As they trust you because of the value that you’re delivering, 

you’ll be able to prioritize referrals from these customers and work on upselling them as their needs change.

A note on upselling: Don’t force it. Look for opportunities, but don’t go so far as to make the upsell the focus of 

your relationship as opposed to a byproduct. Companies that are only concerned with turning current customers 

into bigger customers can wind up turning customers away.

https://www.csoonline.com/article/3153707/top-cybersecurity-facts-figures-and-statistics.html
https://review42.com/remote-work-statistics/
https://review42.com/remote-work-statistics/
https://www.knowbe4.com/hubfs/2020PhishingByIndustryBenchmarkingReport.pdf
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9. WHAT IF I DON’T WANT TO BLOCK 
CONTENT ALL THE TIME?

If you’re OK with your employees accessing streaming content, 

social media, and YouTube on their work computers after hours, 

we can schedule block policies. This gives us the flexibility to 

disallow certain content during working hours and allow harmless 

(but distracting) content once work ends for the day. You can even 

edit the policies to only occur on weekdays.

General selling advice for MSPs

Now that we’ve covered DNSFilter selling points ad nauseam, let’s talk more generally about how to sell prospects 

on choosing your business over the competition.

This is the general template we recommend you follow:

1. Use validation

2. Create an ideal customer profile

3. Work on content your ideal customers crave

4. Deliver recurring value

5. Grow

Validation is tricky because, of course, you need to have customers before you can start using their words to 

promote your business. But it’s important to remember that most buyers are doing their own research on you 

before they pick up the phone or fill out a contact form. They’ll know a little bit about what they’re looking for and 

what you offer. And it’s going to be helpful to those researching prospects to see reviews of your business.

Ask happy customers to place reviews on websites like TrustPilot, Google Business, and Yelp. Put the best reviews 

on your website (with customer permission). You might even create a case study or two that you can send to 

prospects.

But you’re not targeting everyone, right? You probably have some sort of niche that you’re focusing on. It may be 

you focus on a particular vertical (you specialize in finance companies and know their needs), or you might be 

able to define your audience based on other factors such as company size. Whatever your specialty is, you need 

to define it. Then you can do the work to find out where your perfect prospect spends time online, what they read, 

and you can start marketing to those channels.

Next, you need to create content for whatever stage of the buyer’s journey they might be in. Do they really need 

an MSP? What benefits will they get from hiring an MSP? Why are you the right MSP for their business? These 

are all questions you need to answer in emails, blog articles, case studies—whatever the right content is for your 

particular audience.

Delivering value and growing your business goes hand-in-hand. You provide a service, so you understand the 

importance of customer relationships. You need to balance being the expert and providing your customer with 

necessary information around IT and cybersecurity. As they trust you because of the value that you’re delivering, 

you’ll be able to prioritize referrals from these customers and work on upselling them as their needs change.

A note on upselling: Don’t force it. Look for opportunities, but don’t go so far as to make the upsell the focus of 

your relationship as opposed to a byproduct. Companies that are only concerned with turning current customers 

into bigger customers can wind up turning customers away.
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Now that we’ve covered DNSFilter selling points ad nauseam, let’s talk more generally about how to sell prospects 

on choosing your business over the competition.

This is the general template we recommend you follow:

1. Use validation

2. Create an ideal customer profile

3. Work on content your ideal customers crave

4. Deliver recurring value

5. Grow

Validation is tricky because, of course, you need to have customers before you can start using their words to 

promote your business. But it’s important to remember that most buyers are doing their own research on you 

before they pick up the phone or fill out a contact form. They’ll know a little bit about what they’re looking for and 

what you offer. And it’s going to be helpful to those researching prospects to see reviews of your business.

Ask happy customers to place reviews on websites like TrustPilot, Google Business, and Yelp. Put the best reviews 

on your website (with customer permission). You might even create a case study or two that you can send to 

prospects.

But you’re not targeting everyone, right? You probably have some sort of niche that you’re focusing on. It may be 

you focus on a particular vertical (you specialize in finance companies and know their needs), or you might be 

able to define your audience based on other factors such as company size. Whatever your specialty is, you need 

to define it. Then you can do the work to find out where your perfect prospect spends time online, what they read, 

and you can start marketing to those channels.

Next, you need to create content for whatever stage of the buyer’s journey they might be in. Do they really need 

an MSP? What benefits will they get from hiring an MSP? Why are you the right MSP for their business? These 

are all questions you need to answer in emails, blog articles, case studies—whatever the right content is for your 

particular audience.

Delivering value and growing your business goes hand-in-hand. You provide a service, so you understand the 

importance of customer relationships. You need to balance being the expert and providing your customer with 

necessary information around IT and cybersecurity. As they trust you because of the value that you’re delivering, 

you’ll be able to prioritize referrals from these customers and work on upselling them as their needs change.

A note on upselling: Don’t force it. Look for opportunities, but don’t go so far as to make the upsell the focus of 

your relationship as opposed to a byproduct. Companies that are only concerned with turning current customers 

into bigger customers can wind up turning customers away.
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Now that we’ve covered DNSFilter selling points ad nauseam, let’s talk more generally about how to sell prospects 

on choosing your business over the competition.

This is the general template we recommend you follow:

1. Use validation

2. Create an ideal customer profile

3. Work on content your ideal customers crave

4. Deliver recurring value

5. Grow

Validation is tricky because, of course, you need to have customers before you can start using their words to 

promote your business. But it’s important to remember that most buyers are doing their own research on you 

before they pick up the phone or fill out a contact form. They’ll know a little bit about what they’re looking for and 

what you offer. And it’s going to be helpful to those researching prospects to see reviews of your business.

Ask happy customers to place reviews on websites like TrustPilot, Google Business, and Yelp. Put the best reviews 

on your website (with customer permission). You might even create a case study or two that you can send to 

prospects.

But you’re not targeting everyone, right? You probably have some sort of niche that you’re focusing on. It may be 

you focus on a particular vertical (you specialize in finance companies and know their needs), or you might be 

able to define your audience based on other factors such as company size. Whatever your specialty is, you need 

to define it. Then you can do the work to find out where your perfect prospect spends time online, what they read, 

and you can start marketing to those channels.

Next, you need to create content for whatever stage of the buyer’s journey they might be in. Do they really need 

an MSP? What benefits will they get from hiring an MSP? Why are you the right MSP for their business? These 

are all questions you need to answer in emails, blog articles, case studies—whatever the right content is for your 

particular audience.

Conclusion

Phew! Now that you’ve gotten to the end, are you excited to start selling DNSFilter? Hopefully you now have all 

the tools you need.

We recommend hanging onto this document for reference whenever you need to answer a question about 

DNSFilter or need to onboard your staff. However, it will always be available in our DNSFilter partner portal for easy 

access. This document may change over time.

Delivering value and growing your business goes hand-in-hand. You provide a service, so you understand the 

importance of customer relationships. You need to balance being the expert and providing your customer with 

necessary information around IT and cybersecurity. As they trust you because of the value that you’re delivering, 

you’ll be able to prioritize referrals from these customers and work on upselling them as their needs change.

A note on upselling: Don’t force it. Look for opportunities, but don’t go so far as to make the upsell the focus of 

your relationship as opposed to a byproduct. Companies that are only concerned with turning current customers 

into bigger customers can wind up turning customers away.

Tech Resources

docs.dnsfilter.com | status.dnsfilter.com | dnsfilter.com/product-roadmap

Contact DNSFilter

support@dnsfilter.com | sales@dnsfilter.com | 1 (877) 331-2412

http://docs.dnsfilter.com/
http://status.dnsfilter.com/
http://dnsfilter.com/product-roadmap



